
Sysinternals – Process Monitor



Sysinternals - Autoruns

http://technet.microsoft.com/en-us/sysinternals/bb963902



Sysinternals – Sysmon v1.0

http://technet.microsoft.com/en-us/sysinternals/dn798348



Sysinternals Process Explorer

http://technet.microsoft.com/en-us/sysinternals/bb896653



Virustotal

https://www.virustotal.com/



Yara

http://plusvic.github.io/yara/



EPRI NESCOR Smart Grid Resource Center

http://www.smartgrid.epri.com/NESCOR.aspx



True Crypt / Vera Crypt



Windows PowerShell

• Windows PowerShell 
replaces the 
Command Line

• Uses Cmdlets to 
perform common 
system administration 
tasks, such as 
managing the registry, 
services, processes, 
and event logs, and 
using Windows 
Management 
Instrumentation 
(WMI).
A task-based scripting 
language and support 
for existing scripts 
and command-line 
tools.



Windows PowerShell File Checksum Integrity

https://gallery.technet.microsoft.com/PowerShell-File-Checksum-e57dcd67

PowerShell File Checksum Integrity Verifier (PsFCIV)

PowerShell File Checksum Integrity Verifier is a enhanced PowerShell version of legacy 
Microsoft FCIV.exe tool. PsFCIV is used to track your files integrity status by calculating 
cryptographic hashes over a file (or files) and writing them into FCIV-compatible XML 
database.



Windows Server Update Services (WSUS)



Control System Software / Firmware Inventory

Excel Inventory Hash: AA74ACFC4C1E1C94A3EE5C4C967B153C



Unit 4
UFC 4-010-06 Cybersecurity Of Facility-
Related Control Systems, FRCS Reference 
Architecture, Platform Enclave, FRCS IA 
Contract Language for SME’s, Test and 
Development Environment,  FAT/SAT 
Checklist, Penetration Testing Checklist, 
Design/Construction Sequence Table



DoD UFC 4-010-06 Cybersecurity

3-1.1 Five Steps for Cybersecurity Design. The five steps 
for cybersecurity design are: 

Step 1: Based on the organizational mission and details 
of the control system, the System Owner (SO) and 
Authorizing Official (AO) determine the Confidentiality, 
Integrity, and Availability (C-I-A) impact levels (LOW, 
MODERATE, or HIGH) for the control system.
Step 2: Use the impact levels to select the proper list of 
controls from NIST SP 800-82. 
Step 3: Using the DoD master Control Correlation 
Identifier (CCI) list, create a list of relevant CCIs based 
on the controls selected in Step 2. 
Step 4: Categorize CCIs and identify CCIs that require 
input from the designer or are the designer’s 
responsibility. 
Step 5: Include cybersecurity requirements in the 
project specifications and provide input to others as 
required.



DoD UFC 4-010-06 Platform Enclave

2.3 Platform Enclave. Significant portions of the control system resemble a 
standard IT system which can be implemented in a standard manner for 
different control systems, regardless of the details of the control system itself. 
This has led to the creation of the Platform Enclave concept, which groups 
the “standard IT” portions of the control system, plus related standard 
policies and procedures, into an entity which can be handled separately from 
the rest of the control system. In some cases this Platform Enclave will be 
separately authorized and the overall control system will have two 
authorizations, one for the Platform Enclave and one for the Operational 
Architecture which primarily covers the “non-standard IT” components of the 
system. In other cases a single authorization will be used for the entire system. 
Even in cases where a single authorization is used, however, it’s helpful to 
identify and categorize the “standard IT” portions of the control system. More 
information on the Platform Enclave approach is in APPENDIX D



DoD UFC 4-010-06 Appendix D

Platform Enclave: The CCI contains a 
requirement which is expected to be 
implemented at the Platform Enclave and 
inherited by the control system, or is mostly 
implemented at the Platform Enclave but also 
needed within the field control system (in 
which case the CCI is also in the “Designer” 
category). For example, passwords are 
implemented at the Platform Enclave, but are 
also necessary at the control system user 
interface itself, local display panels and some 
controllers (those which support passwords). 
While implementation of the Platform Enclave 
is not the designer’s responsibility (a key point 
of the Platform Enclave is that it is a standard 
approach that can be implemented across 
multiple control systems), it’s important to 
document CCIs the control system expects to 
inherit from the Platform Enclave



DoD UFC 4-010-06 Appendix D

All Control Systems must connect to the Platform Enclave, and must either be 
separately authorized or fall under the type accreditation of the FRCS-PE and NUMCS.



Enclave Summary

Create hardware and component/device inventory of all FRCS assets
1. Run SCAP - configure to STIGS

http://iase.disa.mil/stigs/net_perimeter/enclave-dmzs/Pages/index.aspx
2. Belarc – Obtain detailed Server, Workstation, LT Level 4 inventory
3. CSET – create System Security Plan, Hardware and Component/Device 

inventory
4. GrassMarlin - Component/Device Hardware and Software / Firmware 

inventory
5. Glasswire – Network, Apps, Executables
6. Run WhiteScope and create Whitelist of BFRCS firmware
7. Hash all software and firmware
8. Hash the inventory files



ESTCP RMF FRCS Guidance and Templates

https://serdp-estcp.org/Tools-and-Training/Installation-Energy-and-
Water/Cybersecurity



Cybersecurity Guidelines

Any organization can use for their FRCS
https://www.serdp-estcp.org/Investigator-Resources/ESTCP-Resources/Demonstration-
Plans/Cybersecurity-Guidelines

The Cybersecurity website has several key sections that establish new RMF contractual 
and deliverable requirements:

Overview of Platform IT (PIT), Operational Technology & Facility-Related Control 
Systems
Architecture, Networks & Components
Design and Commissioning
Test and Development Environment (TDE)
Continuous Monitoring (CM) Strategy and Auditing
Registering FRCS In eMASS, DITPR and SNaP-IT
Legislation Instructions, Manuals, Policies, Plans and Memo’s
Resources And Tools, and Publications
Templates and Checklists
Software
Protecting DoD Controlled Unclassified Information (CUI)
Medical Facilities-Related Control Systems, Medical Devices and Equipment
Energy Projects, Third-party Financing and Cybersecurity



Cybersecurity Guideline SME’s

Control Systems Cybersecurity Specialist: The Control Systems Cybersecurity 
specialist shall have a minimum of five years’ experience in control system 
network and security design and shall maintain current certification as a Global 
Industrial Cyber Security Professional (GISCP) or Certified Information Systems 
Security Professional (CISSP). 

Information and Communication Technology Specialist: The Information and 
Communication Technology specialist shall have a minimum of five years’ 
experience in control system network and security design and shall maintain 
current certification as a Registered Communications Distribution Designer 
(RCDD®). 

System Integration Specialist: The System Integration specialist shall have a 
minimum of five years’ experience in control system network and shall maintain 
current certification as a Certified System Integrator (FRCSI) for the products 
they are integrating and/or be Control System Integrators Association (CISA) 
Certified. 



Cybersecurity Guideline TDE

1.10 TEST AND DEVELOPMENT ENVIRONMENT For new or major modernization 
projects, the Systems Integrator will establish a Test and Development Environment 
(TDE) that replicates the Production Environment to the highest degree possible starting 
with the Level 4 Workstations, Servers, software and with at least one of each of the 
Level 3-0 major components, devices, and actuators. At approximately the 50-75% 
construction complete, the TDE will be used to perform Factory Acceptance Testing (FAT) 
of the project to ensure the project has end-to-end functionality, has been properly 
configured using the Security Content Automation Protocol (SCAP) tool and the Security 
Technical Implementation Guides (STIGS), all patches (OS and FRCS) are installed and 
properly configured, and begin creating the artifacts for the draft System Security Plan. 

At approximately 95-100% construction complete, the TDE will be used to conduct Site 
Acceptance Testing of the complete FRCS, and if required, Penetration testing. The SAT 
artifacts will be included in the final System Security Plan, FMC and Jump-Kit (if 
required). 

The ESTCP Project Team/System Integrator will transfer the TDE to the ESTCP PM for 
inclusion into the Platform Enclave Operations Center. 



NIST SCAP

http://scap.nist.gov/validation/index.html



DISA STIGs

https://public.cyber.mil/



JIE STIGS

https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=network-perimeter-wireless



DISA STIG Viewer



DISA SCAP



DISA SCAP Contents



DISA SCAP Results



Assemble the Stakeholders

The FRCS owner should assemble representatives from the 
following communities to participate in development of the FRCS 
PE authorization boundary and network architecture: 

• Facility Engineer/Manager 
• Facility Operations & Maintenance/Technician 
• Physical Security Specialist 
• Emergency Manager 
• IT Network/Communications Specialist 
• Information Assurance Specialist 
• Tenants (Defense Health Agency, Defense Logistics Agency, etc) 
• Operations and Maintenance Contractors 
• Control System Vendor/Integrators 
• Information Assurance IA/RMF Contractor 



Cybersecurity Guideline Sequence



Cybersecurity Guideline FAT/SAT



Cybersecurity Guideline Pen Test



Telecommunications and Network Guideline

1.1 PURPOSE AND SCOPE This document 
defines the IT Telecommunications and 
Network Standards for ESTCP Facility-Related 
Control System (FRCS) projects. The intention of 
this document is to provide a general outline 
and guide to ensure the IT Telecommunications 
and Network Transport Backbone, cabling, 
wireless, firewalls, routers, switches and end-
point devices are properly installed, configured 
and tested to meet DoD CIO, DISA and 
service/agency connectivity requirements. 



Telecommunications and Network Guideline

A passive optical network (PON) is a point-to-multipoint network architecture in which 
unpowered optical splitters are used to enable a single optical fiber strand to serve 
multiple end-points. Passive optical LANs are an implementation of PON technology for 
the enterprise LAN (e.g., large Layer 2 Ethernet networks). The solution reduces physical 
cabling infrastructure, minimizes the telecommunications space requirements through the 
use of passive optical splitters, and reduces the typical energy requirements to support 
traditional Ethernet deployments. 



UFGS 25 05 11 Cybersecurity For FRCS

36
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-05-11



UFGS 25 05 11 Inventory

37
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-05-11



UFGS 25 05 11 Schedules

38
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-05-11



Create the Cyber Narrative



Assign Cyber Team
C Y B E R S E C U R I T Y  T E A M  P E R S O N N E L
The PROJECT Cybersecurity Team is comprised of highly skilled and certified IT and OT 
cybersecurity subject matter experts with extensive experience with the NIST Risk 
Management Framework and the DoD implementation of the RMF:

Cyber Team Lead: GICSP or CISSP
Cyber System Administrator: MCSE, Security +
Cyber Commissioning: CEM, CISSP, CEH, CxA, DGCP
Cyber Auditing: CDFM, CFE, CISA, CPA

The Cyber Team will be responsible for the project cyber lifecycle and will begin at 
project award with a Cyber Workshop Charette to baseline the PROJECT Team and 
initiate the development of the RMF package documents, begin the 
auditing of the PROJECT Team’s project NIST 800-171 Cyber Risk 
Management Plans (CRMP), create the Test and Development Environment 
(TDE), perform system hardening (SCAP/STIGS) of the equipment and 
components, create and manage the Fully-Mission Capable Baseline (FMC), 
perform sysadmin duties on the TDE and Production OT systems, audit the 
FRCS, and perform cyber commissioning of the facility.



Cyber Commissioning



Unit 5
Using CSET: SAL, Network Arch Diagram, 
Inventory, Templates, Security Controls 
Evaluation, Reports, Data Aggregation & 
Trending, System Security Plan



• Stand-alone Software application

• Self-assessment using recognized standards

• Tool for integrating cybersecurity into existing 
corporate risk management strategy 

CSET Download:
www.ics-cert.us-cert.gov/Downloading-and-Installing-CSET

DHS CSET



CSET and eMASS Relationship

Vendors/Contractor can use CSET to build eMASS packages!!



CSET Process



CSET Start



Resource Library



Home and Site Information



Sector and Demographic Information



Design and Network Component Selection



Network Diagrams



Diagram – Tools, Templates, Inventory



Diagram – Zones, Layers



Diagram – Components



GrassMarlin Plug-In

Working with other products to get Visio import templates 



Mode Selection



Security Assurance Level Selection



FIPS 199 SAL Guidance



FIPS 199 SAL Impact Levels
The potential impact is LOW if—
− The loss of confidenƟality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals. 
AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or 
availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is 
able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in 
minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to 
individuals.

The potential impact is MODERATE if—
− The loss of confidenƟality, integrity, or availability could be expected to have a serious adverse effect on 
organizational operations, organizational assets, or individuals.
AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or 
availability might: (i) cause a significant degradation in mission capability to an extent and duration that the 
organization is able to perform its primary functions, but the effectiveness of the functions is significantly 
reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) 
result in significant harm to individuals that does not involve loss of life or serious life threatening injuries.

The potential impact is HIGH if—
− The loss of confidenƟality, integrity, or availability could be expected to have a severe or catastrophic adverse 
effect on organizational operations, organizational assets, or individuals.
AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, 
integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an extent and 
duration that the organization is not able to perform one or more of its primary functions; (ii) result in major 
damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to 
individuals involving loss of life or serious life threatening injuries.



FIPS SAL Information Types



FIPS 199 SAL Answer Questions



FIPS 199 SAL Special Factors



Cybersecurity Standard Selection



All Set!



Questions – Family, Detail, Info



Analysis - Dashboard



Report Builder



System Security Plan



Unit 6
RMF KS Control Systems Webpage and 
eMASS demonstration, FRCS Master List 
and C-I-A, Using the Interim  Excel files for 
uploading into eMASS; FRCS IA Contract 
Language for SME’s, Test and Development 
Environment,  FAT/SAT Checklist, 
Penetration Testing Checklist, 
Design/Construction Sequence Table



RMF KS FRCS PIT Webpage

1. Navigate to DoD CIO Knowledge Service 
(requires CAC) 
https://rmfks.osd.mil/login.htm

2. Select RMF KS login bar

3. Mouse over RMF General, IT, Platform IT = 
EI&E PIT Control Systems

Or type in Search box “Control Systems” 



RMF KS PIT Home Webpage



RMF KS EI&E FRCS PIT Home Webpage



RMF KS EI&E FRCS PIT Webpages



RMF KS ICS PIT Webpage Key Docs



DoD Mission Areas and Leads



FMR 2016 Section J – SNaP-IT
The CIO SNaP-IT office issued DoD Financial Management Regulation (FMR) Volume 2B, Chapter 18 in June, 2015.  This 
revised chapter applies to the FY 2017 budget and addresses PIT/FRCS in Section J:

“J. Industrial Control Systems (ICS)/ Platform Information Technology (PIT)/ Supervisory Control and Data Acquisition 
(SCADA)

“As stated in NIST Special Publication 800-82, "ICS are typically used in industries such as electric, water and wastewater, 
oil and natural gas, transportation, chemical, pharmaceutical, pulp and paper, food and beverage, and discrete 
manufacturing (e.g., automotive, aerospace, and durable goods.) SCADA systems are generally used to control dispersed 
assets using centralized data acquisition and supervisory control.  These control systems are vital to the operation of the 
U.S. critical infrastructures that are often highly interconnected and mutually dependent systems." These systems, while 
not generally considered a typical Information System, are just as vulnerable to interception, modification, interruption and
fabrication that threaten typical Information Technology Systems.  Likewise, the defensive measures taken to protect 
ICS/PIT/SCADA systems are similar to the cybersecurity measures currently taken to protect IT systems: Firewalls, 
Intrusion Detection Systems, strong passwords, and encryption to name a few. Therefore, the documented planning, 
programming and budgeting of the costs of researching, procuring, operating and maintaining these defensive 
mechanisms used to protect ICS/PIT/SCADA from these vulnerability exploitations should begin in the FY17 President's 
Budget using SNaP-IT.  PIT ICS purchased as part of a weapons systems or some other turn-key non-IT solution (i.e., as 
part of an HVAC system) would not be reported in the IT/Cyber Budget.  In summary, if the turn-key solution is IT then the 
ICS/PIT/SCADA systems would be reported within the turn-key investments IT/Cyber budget.  If the PIT FRCS is being 
purchased on its own or upgraded to address cyber security shortfalls, it would be reported in the IT/cyber budget.  Lastly 
there is no need register PIT FRCS as a separate IT investment -- it can be a part of a larger investment.”

IMPORTANT: As DoDI 8530.01, Cybersecurity Activities Support to DoD Information Network Operations, the Joint 
Information Environment (JIE), and the new Chapter 18 FMR Volume 2B are implemented, many of the IS and FRCS 
perimeter and boundary edge protection devices as well as continuous monitoring will be part of the IT/Cyber budget.  
Expenditures for new PIT products needed for cybersecurity of existing IT will be reported as part of the IT/Cyber budget.  
Software, services, or major applications – which are not part of the Host Based Security System/Assured Compliance 
Assessment Solution that are acquired to provide continuous monitoring of PIT – will also be part of the IT/Cyber budget.



RMF KS IT-PIT Decision Tree



RMF KS FRCS PIT Webpage Discussions



Manually input FRCS information

eMASS Home



Manually input ICS information

eMASS Step 1a



DoD has been an active contributor to the NIST SP 800-82 Industrial Control Systems 
Security Guide.  Appendix G is the ICS Overlay and provides the tailoring and 
supplemental guidance to cyber secure ICS. The incorporation of NIST SP 800-82 into 
eMASS is in progress but not expected to be available until spring 2015. In the interim, the 
excel file NIST SP 800-82 R2 Controls can be used to manually enter data into eMASS for 
an ICS PIT.

Although NIST SP 800-82 R 2 defines ICS as Supervisory Control and Data Acquisition 
(SCADA) Systems, Distributed Control Systems (DFRCS), and Other Control System 
Configurations such as Programmable Logic Controllers (PLC), the security controls can be 
used by an organization to address other control systems that are not typically thought 
of as “Industrial”. For example, there are many building, transportation, medical, security 
and logistics systems that although similar in many respects to traditional ICS, use 
different protocols, ports and services and are configured and operate in different modes 
than SCADA or DFRCS systems. 

eMASS Step 2a



Manually input FRCS information

eMASS Step 2a C-I-A



FRCS Overlay adds and deletes to the CNSSI 1253 Baseline

eMASS NIST SP 800-82 Controls



The remainder of eMASS is completed in a similar manner as IT systems. The 
NIST SP 800-82 R2 Controls has several worksheets that cross-walk the NIST SP 
800-53 R4 controls with the NIST SP 800-53 R2 controls. The Worksheet labeled 
800-82 IMPACT LEVELS provides the controls distributed for C-I-A following the 
CNSSI 1253 process and lists the additional controls added to the CNSSI Baseline 
specific to ICS. The Worksheet labeled CONTROLS SELECTED BY CIA VALUES has 
CIA Drop Down data lists that filters the 800-82 control set and displays the 
controls and a summary of the number of controls.

Manually input FRCS information

Add/Comment Out Baseline Controls 



eMASS Controls Information



At the completion of the eMASS
security controls, the Security Plan 
can be generated. An example of a 
Security Plan with the NIST SP 
800-53 R4 and NIST SP 800-82 R2 
Merged security control set and 
ICS Overlay shows how the 
security control, parameter value, 
Supplemental Guidance and 
Control Enhancements are 
combined into a full narrative text. 

Example of Merged Controls



A u g u s t  2 0 - 2 2 ,  2 0 1 9  •  C o l o r a d o  C o n v e n t i o n  C e n t e r  • D e n v e r  C O

ESCTP FRCS RMF Tool – Coming Soon!
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Start Here
Instructions

System 
Information

Form

Instructions/Guidance

Input Form

Security Cat 
Form

Control Info 
Form

FRCS Type

Database/Lookup

FRCS 
Master 

List

Security Control Baseline
Default Implementation Plan entries
Default Monitoring entries

Information Types
CIA Impact Levels

Control 
Info dB

Security 
Categorization

FRCS Type
Dropdown 
List

Supplemental Doc/Sheet

eMASS 
Control 

Info 
Template

eMASS Importable

CCI Test 
Results 
Form

Test 
Results 

dB
CCI Baseline
Default Test Results
DoD entries
ICS Overlay

eMASS 
TR Export 
Template

Security 
Policy & 

Procedure

Security 
Policy & 

Procedure

Security 
Policy & 

Procedure

Overall Sec Cat 

CCI Test Results

Impl Plan & Cont. 
Mon.

Tab
s

RMF Self-Assessment Handbook

Step-by-
Step 

Guide

Tool & 
Other 

Resources

RMF 
Artifact 

Templates

Mission 
Mapping 
to FRCS
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ESCTP FRCS RMF Tool
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CCI Test Results Form

88

Test Result Export Form
• eMASS format 
• Autofill of CCI Test Results to apply ICS Overlay 
• Autofill of CCI Test Results for DoD-level policies
• Autofill of CCI Test Results with UFC 4-010-06 

supplemental controls to ICS Overlay
• Auto-color to identify remaining User input fields
• Excel formula provided to pull tool data into 

eMASS template for import
Security Categorization Form

NIST 800-82 
800-82 ICS 

Overlay
eMASS 
Import 
of Test 
Results

DoD-
level 

Policies

Provided by 
eMASS

Control 
Number

Control Information
AP 

Acro
nym

CCI CCI Definition Implementation Guidance RECOMMENDED 
EVIDENCE

Design
er=Sys 
Config?

Col
um
n1

Ass
ess

men

C
o
m

Dat
e 

Tes

Tes
ted 
By

Te
st 
Re

Com
plian

ce 

Date 
Teste

d3
Tested By4

AC-1 Description:
The organization:
a. Develops, documents, and disseminates to 
[Assignment: organization-defined personnel or roles]:
 1. An access control policy that addresses purpose, 
scope, roles, responsibilities, management commitment, 

AC-1.3 000001 The organization develops 
and documents an access 
control policy that 
addresses purpose, scope, 
roles, responsibilities, 
management 

The organization being 
inspected/assessed develops and 
documents an access control policy 
that addresses purpose, scope, 
roles, responsibilities, 
management commitment, 

1.) Signed and dated copy of 
access control policy that 
defines the purpose, scope, 
roles, responsibilities, 
management commitment, 
coordination among 

#N/A ### The 
organ
izatio
n 
cond
uctin

#N/A #N/A #N/A

AC-1 Description:
The organization:
a. Develops, documents, and disseminates to 
[Assignment: organization-defined personnel or roles]:

AC-1.4 000002 The organization 
disseminates the access 
control policy to 
organization-defined 

The organization being 
inspected/assessed disseminates 
via an information sharing 
capability to all personnel.  DoD has 

1.) Signed and dated copy of 
access control policy.
2.) Documented procedures 
for ensuring proper 

#N/A ### The 
organ
izatio
n 

#N/A #N/A #N/A

AC-1 Description:
The organization:
a. Develops, documents, and disseminates to 
[Assignment: organization-defined personnel or roles]:

AC-1.7 000003 The organization reviews 
and updates the access 
control policy in 
accordance with 

The organization being 
inspected/assessed annually 
reviews and updates the access 
control policy.  The organization 

1.) Signed and dated access 
control policy.
2.) Documentation/policy 
that dictates review of 

#N/A ### The 
organ
izatio
n 

#N/A #N/A #N/A

AC-1 Description:
The organization:
a. Develops, documents, and disseminates to 
[Assignment: organization-defined personnel or roles]:

AC-1.5 000004 The organization develops 
and documents  
procedures to facilitate 
the implementation of the 

The organization being 
inspected/assessed develops and 
documents procedures to facilitate 
the implementation of the access 

1.) Signed and dated 
documentation that defines 
the procedures that 
implement the access control 

#N/A ### The 
organ
izatio
n 

#N/A #N/A #N/A

AC-1 Description:
The organization:
a. Develops, documents, and disseminates to 
[Assignment: organization-defined personnel or roles]:

AC-1.6 000005 The organization 
disseminates the 
procedures to facilitate 
access control policy and 

The organization being 
inspected/assessed disseminates 
via an information sharing 
capability to all personnel  the 

1.) Signed and dated access 
control policy.
2.) Signed and dated 
documentation that defines 

#N/A ### The 
organ
izatio
n 

#N/A #N/A #N/A

***** Unclassified//For Official Use Only *****

Exported on 27-Dec-2018 by AURA KEATING

Test Result Import Template: Test for Moderate vs High
(System Type: Platform IT System, DoD Component: USCG)

Latest Test Results
Enter Test 

Results Here
Control / AP Information

UFC 
4-010-

06

Step 3
Implement Controls



Unit 7
Joint Mission Assurance Vulnerability 
Benchmarks; Advanced Cyber Industrial 
Control System Tactics, Techniques, and 
Procedures; Incident Reporting;  Wrap Up 
Q&A

Unit 61445-1545 Unit 7



An adversary could 
disrupt, degrade, 
or deny a mission 
by targeting the 
foundational 
assets that 
underpin the 
system of systems

INFRASTRUCTURE VULNERABILIT IES DISRUPT 
MISSIONS

AIR & SPACE SUPERIORITY, 
ISR, RAPID GLOBAL MOBILITY, 
GLOBAL STRIKE, C2

CAP, 
EARLY WARNING, ETC.

AIRCRAFT, 
WEAPONS SYSTEMS,
COMM, SATELLITES, ETC.

FUEL,
UTILITIES, HVAC, 
ACCESS CONTROL,
ETC.

NOTIONAL 
MISSION THREAD 
CRITICAL PATH

FACILITIES FORCE 
PROTECTION

ELECTRIC FUELS FIRE/
INTRUSION 
DETECTION

MEDICAL WATER DEPOTS /
AMMUNITION

I N F R AS T R U C T U R E

MISS ION
Traditional 
Cybersecurity 
& Mission
Assurance 
Assessments

Who to Best Defend Control Systems: IT or OT SMEs?

Infrastructure Vulnerabilities Disrupt Missions



DoD Mission Assurance Assessment Benchmarks



DoD Mission Assurance Assessment Benchmarks



DoD Mission Assurance Assessment Benchmarks



3. How to Use These TTP 
This ACI TTP is divided into essentially four 
sections: 

• ACI TTP Concepts (chapters 2 through 4) 
• Threat-Response Procedures (Detection, 

Mitigation, Recovery) (enclosures A, B, and C) 
• Routine Monitoring of the Network and 

Baselining the Network (enclosures D and E) 
• Reference Materials (enclosures F through I 

and appendix A through D) 

ACT TTP for DoD ICS

The scope of the ACI TTP includes all DoD ICS. DoD ICS, which include supervisory control 
and data acquisition (SCADA) systems, distributed control systems (DFRCS), and other 
control system configurations, such as skid-mounted programmable logic controllers (PLC) 
are typical configurations found throughout the DoD. ICS are often used in the DoD to 
manage sectors of critical infrastructure such as electricity, water, wastewater, oil and 
natural gas, and transportation.



TTP ‘s Apply to IT and OT

The Tactics, Techniques and Procedures can be used by any organization and apply to:

Information Technology (IT) Systems – Business and Home
Operational Technologies (OT) Systems – Any Kind (Utility, Building, Environmental, 
Medical, Logistics, Transportation, Weapons, etc.)

The tools that will be used are almost all open source and free to use (premium or business 
versions are modestly priced)

At the conclusion of the workshop, you will appreciate your IT and OT networks in a new 
way and have situational awareness of normal versus abnormal behavior, know what 
actions to take, what contract language to add to SOW’s, and how to protect sensitive 
information as the Internet of Things and the convergence of IT and OT continues to 
evolve.

For the foreseeable future, the trend to co-mingle IT and OT data on non-segmented 
networks is likely to be the norm; DON’T BE A TREND FOLLOWER, DON’T DO IT!

• Segment and VLAN IT and OT networks; DMZ’s with gateways and/or firewalls
• Separate the OS and OT data ( C: OS and D: OT data), enable BitLocker on OT drive



ACT TTP Concepts

ACI TTP Concepts. The concepts provide background information to assist in 
explaining the scope, prerequisites, applicability, and limitations of the components of 
this TTP. The concept chapters should be read prior to responding to indication of 
malicious cyber activity. 

In the 1990s, in order to leverage newly identified efficiencies in ICS, formerly 
physically isolated ICS networks were adapted to interface with the Internet. In the 
early 2000s, active cyber threats were still in their infancy. However, today the cyber 
threat to ICS has grown from an obscure annoyance to one of the most significant 
threats to national security (Rogers, 2015).

The threat, coupled with the inherent lack of cyber security and a long-life span for 
ICS equipment, has created ideal conditions for a cyber attack causing physical and 
tangible repercussions. This has led to a need for tactics, techniques, and procedures 
(TTP) relative to the operations of traditional ICS equipment as well as information 
technology (IT) components.



Threat-Response Procedures

b. Threat-Response Procedures (Detection, Mitigation, and Recovery). 

Detection Procedures (enclosure A) are designed to enable ICS and IT personnel to 
identify malicious network activity using official notifications or anomalous 
symptoms (not attributed to hardware or software malfunctions). While the TTP 
prescribes certain functional areas in terms of ICS or IT, in general each section is 
designed for execution by the individuals responsible for the operations of the 
equipment, regardless of formal designations. Successful Detection of cyber 
anomalies is best achieved when IT and ICS managers remain in close coordination. 
The Integrity Checks Table (enclosure A, section A.3, table A.3.1) lists the procedures 
to use when identifying malicious cyber activity. 



Baselining and Routine Monitoring

Baselining and Routine Monitoring of the Network. 

Before the ACI TTP are adopted, ICS and IT managers should establish what a FMC 
network is as it pertains to their specific installations and missions. The ACI TTP 
defines FMC as a functional recovery point for both the ICS and the SCADA. Once 
this is defined, ICS and IT managers should capture the FMC condition of their 
network entry points (e.g., firewalls, routers, remote access terminals, wireless access 
points, etc.), network topology, network data flow, and machine/device 
configurations, then store these in a secure location. This information should be kept 
under configuration management and updated every time changes are made to the 
network. This information forms the FMC baseline. The FMC baseline is used to 
determine normal operational conditions versus anomalous conditions of the ICS. 



Reference Materials

Reference Materials. 

To further enhance the ACI TTP as a tool, operators are encouraged to refer to 
additional resources provided by the Industrial Control Systems Cyber Emergency 
Response Team (ICS-CERT) and the National Institute of Standards and Technology 
(NIST) Special Publication (SP) 800 Computer Security series (see Appendix D: 
References). 



Detection, Mitigation, Recovery Overview

Navigating Detection, Mitigation, and Recovery Procedures

Detection, Mitigation, and Recovery Procedures are contained within enclosures A 
through C. While Detection Procedures lead to Mitigation Procedures, and Mitigation 
Procedures lead to Recovery Procedures, each enclosure can also be executed as a 
stand-alone resource as well as be incorporated into local procedures. The following 
is an overview for navigating the Detection, Mitigation, and Recovery portions of the 
TTP.



Detection, Mitigation, Recovery Overview



E.2. FMC Baseline Overview

E.2. FMC Baseline Overview

a. Before the ACI TTP can be executed, operators should have several system
characteristics documented. This documentation forms the system’s current FMC
baseline. Documenting the FMC baseline does not imply the system may not already
have an adversary present. In fact, many systems might have an adversary present. If
an adversary is present, and that adversary is lying in wait, if the adversary moves
laterally or attempts to communicate or otherwise initiate an exploit (and eventually 
the adversary will), the ACI TTP is designed to Detect that type of movement by 
comparing system characteristics to its baseline.

b. This section provides specific details for developing the FMC baseline of an ICS. The
FMC Baseline establishes normal ICS behavior. During Routine Monitoring and the
Detection Phase of the ACI TTP, normal behaviors are compared to observed
behaviors. If observed behaviors deviate from normal behaviors, these are either by
design (approved and intentional) or anomalous (unapproved, unintentional, not
communicated, or nefarious).



E.3. FMC Baseline Procedures

The procedures for establishing an FMC Baseline involve the following:

(1 ) Produce ICS Topology Diagram

(2) Document network traffic entering and exiting the ICS in Enclave Entry Point Chart
on page E-4

(3) Document server/workstation user accounts; normal tasks and processes;
connecting devices with ports, protocols, and services

(4) Document normal network traffic

Tools: Belarc, Glasswire, GrassMarlin, CSET

E.3. FMC Baseline Procedures



E.4. FMC Baseline Instructions

The ICS Topology Diagram describes which devices are located at which locations 
and how they connect. Generating an ICS Topology Diagram is accomplished using 
automated tools specifically designed for ICS in conjunction with manual “walk 
through” or simply using a manual “walk through” and inventory information or 
schematics if automated tools are not available.

a. Capture Assets

If you are using a network scanner, such as NMap (using SCADA script) or Nessus 
(with SCADA Plugin) or another tool that can provide an enumeration of live hosts 
on SCADA, scan your network to identify live assets.

(1) Most scanning tools do not capture the location of devices that are not active.
These devices are located when validating the active device list.

(2) If a scanning tool is not available, use existing ICS documentation (inventory lists
and schematics) to capture a list of assets deployed in the ICS.

E.4. FMC Baseline Instructions



b. Validate Active Hosts

(1) Validate active hosts and locate inactive assets by walking through the ICS
installation, documenting the assets located and how they are connected.

a. Create an ICS Topology Diagram, which includes the assets you located, the
connections, IP addresses, and location of the asset using the tools made
available by your command. Figure E-1 shows an example of an ICS Topology
Diagram.

b. Store the ICS Topology Diagram in the binder entitled FMC Baseline Documents.

c. NOTE: For your site, ensure your diagram includes IP addresses, make and
model of device, and operating system

E.4. FMC Baseline Instructions (cont)



E.5. FMC Baseline Creation: ICS Enclave Entry Points

What you will need:

1. ICS Topology.
2. FMC Baseline Documents binder
3. Vendor documentation or Help web pages for devices being listed in the table.

a. From the next page, extract Table E-1: ICS Enclave Entry Points (make as many copies
as needed). Insert this table (and copies) into FMC Baseline Documents binder.

b. Use the ICS topology to identify all devices that provide entry to the ICS enclave 
from external networks. This can be a router or firewall connecting the command’s 
enterprise, virtual private network (VPN) connections (possibly connecting to an 
engineering workstation), wireless connections, and any asset vendors use to connect 
from corporate locations to the ICS.

Almost every FRCS has vendor support and the SLA requires the vendor to have access 
to the FRCS, vast majority use http
• Allow remote access only during specified maintenance windows; RDP, VPN or https

E.5. FMC Baseline Creation: Enclave



F.1. Jump-Kit Introduction

a. Description. A Recovery Jump-Kit contains the tools the ICS team and IT team will 
need to restore a system to its last FMC state during Mitigation and Recovery. 
Knowing what the Recovery point should be is the key to ensuring all known 
remnants of an attack have been removed from all components of the ICS. This 
means all hardware and software are configured in accordance with operational 
requirements, and checksums and hashes are in conformance with vendor 
specifications.

b. Key Components

(1) Routine Monitoring
(2) Inspection
(3) Identification of adversarial presence
(4) Documentation
(5) Notifications

c. Prerequisites. FMC baseline

F.1. Jump-Kit Introduction



F.2. Jump-Kit Contents

a. Overview

(1 ) The Jump-Kit is a critical tool for the Recovery phase. In addition to containing 
the operating software for all devices, it also contains the software hashes of the 
devices on the network and the firmware and software updates for all system 
devices.

(2) During Recovery, the Jump-Kit will be utilized to reimage the firmware/software
operating on the affected device. Care shall be used when the Jump-Kit machine is
used for the reinstallation/reimaging potentially infected devices. The malware
residing on the device, which is being reimaged, could manifest itself onto the Jump-
Kit machine, which could then re-infect other system devices when reconnected.

F.2. Jump-Kit Contents



(3) Due to this potential back door access for malware, ensure that the Jump-Kit
machine is connected only to network devices that are completely isolated from the
network. Additionally, the Jump-Kit should be write-protected and/or operating in a
virtual environment. Virus scans are performed after connection to each device.

(4) The ICS Jump-Kit and the IT Jump-Kit can be combined or be separate depending
on the environment and system architecture. In general, a Recovery Jump-Kit should
include the following:

Jump-Kit Contents: Documentation

• Incident Notifications List: document contact information for command’s 
Information Assurance Manager

• Document stakeholders who could be affected by a Cyber attack on ICS
• Establish notification procedures with chain of command

F.2. Jump-Kit Contents



Jump-Kit Contents: Tools

• Universal serial bus (USB) drives, bootable USB (or LiveCD) with up-to-date 
antimalware, and other software tools that can read and/or write to file system
(Example: Bart’s PE disk)

• Laptop with anti-malware utilities and Internet access (for downloads)

• Computer and network tool kit to add/remove components, hard drives,
connectors, wire cables, etc.

• Hard disk duplicators with write-block capabilities to capture hard drive images

F.2. Jump-Kit Contents: Tools



Jump-Kit Contents: Configuration Files

• Firewall access control lists
• Firewall hard disk image
• IDS rules
• IDS image

o Back up of firewall, router, and switch IOS
• Backup of PLC configurations and firmware
• Backup RTU software, database, and configurations
• Back up of all other computer assets to include HMI, Historian, and Database
• Network map of all expected connections to the ICS

F.2. Jump-Kit Contents: Config Files



F.3. Jump-Kit Maintenance

The Jump-Kits must be maintained and be a part of configuration management. 
When configuration files or new versions of operating systems or applications are 
updated, the Jump-Kits need to be updated as well.

F.4. Jump-Kit Rescue CD

The Rescue CD is a bootable CD with tools, rootkit detection, master boot record 
check, and other capabilities

F.3. Jump-Kit Maintenance F.4. Rescue CD



TTP Jump-Kit Rescue CD

ESTCP Cybersecurity Guidance with the TTP’s



Design and Construction Sequence TTP Jump-Kit Rescue CD

ESTCP Cybersecurity Guidance with the TTP’s



ENCLOSURE A: DETECTION PROCEDURES

Notification
A.2.1 Notifications

Server/Workstation Anomalies
A.2. Event Diagnostic Procedures
A.2.2 Server/Workstation: Log File Check: Unusual 
Account Usage/Activity
A.2.3 Server/Workstation: Irregular Process Found
A.2.4 Server/Workstation: Suspicious 
Software/Configurations
A.2.5 Server/Workstation: Irregular Audit Log Entry (Or 
Missing Audit Log)
A.2.6 Server/Workstation: Unusual System Behavior
A.2.7 Server/Workstation: Asset Is Scanning Other 
Network Assets
A.2.8 Server/Workstation: Unexpected Behavior:
HMI, OPC, and Control Server



DETECTION PROCEDURES SERVER EXAMPLE 1



DETECTION PROCEDURES SERVER EXAMPLE 1



DETECTION PROCEDURES SERVER EXAMPLE 1



DETECTION PROCEDURES SERVER EXAMPLE 1



DETECTION PROCEDURES SERVER EXAMPLE 1

MS Process Explorer



DETECTION PROCEDURES SERVER EXAMPLE 1

Windows Administrative Tools Computer Management



DETECTION PROCEDURES SERVER EXAMPLE 1

Windows Administrative Tools Computer Management Windows Logs



DETECTION PROCEDURES SERVER EXAMPLE 1

Windows Administrative Tools Computer Management Data Management



ENCLOSURE G: DATA COLLECTION FOR FORENSICS
G.1. Data Collection for Forensics Introduction
a. Description. Data collection for forensics involves the acquisition of volatile and 
nonvolatile data from a host, a network device, and ICS field controllers. Memory 
acquisition involves copying the contents for volatile memory to transportable, non-
volatile storage. Data acquisition is copying non-volatile data stored on any form of 
media to transportable, non-volatile storage. A digital investigator seeks to preserve the 
state of the digital environment in a manner that allows the investigator to reach 
reliable inferences through analysis. (Ligh, 2014)

b. Key Components

(1) Volatile memory
(2) Non-volatile data
(3) Collection
(4) Documentation
(5) Notifications

c. Prerequisites
(1) Administrative tools for acquisition
(2) Storage devices to capture and transport evidence

ENCLOSURE G: FORENSICS



G.3. Data Collection Tools

• Mandiant Redline
• Mandiant Memoryze
• Microsoft SysInternals
• Microsoft Windows system utilities
• Linux system utilities
• Glasswire
• OSForensics
• RegRipper
• Belarc

G.3. Data Collection Tools



OS Forensics Recent Activity



OS Forensics System Information



I.2. Cyber Severity Levels Overview

While ICS/SCADA can be attacked in a variety of ways, there are a number of steps that 
are common, or at least present in most attacks. Each of these steps could yield some 
behavioral change in the system that could be detected by an operator. However, not all 
Detections require a Mitigation action. Mitigation is a disruptive process, which could 
degrade the operational capabilities. Given those circumstances, a more graduated 
approach to Detection/Mitigation allows IT and ICS managers to take steps to assess the 
cyber event to determine what level of response is required and react proportionately. 
Table I-1 provides the incident level severity rating approach used in the ACI TTP.

ENCLOSURE I: CYBER SEVERITY LEVELS



ENCLOSURE I: CYBER SEVERITY LEVELS

I.4. Precedence and Category Levels 

The ACI TTP provides that additional guidance to ICS operators for the handling of 
cyber events during active hostilities or emergencies. However, to ensure consistent 
reporting and integration with the cyber incident/event chain of command, the ACI 
TTP will characterize cyber incidences/events using the CJFRCSM 6510.01B 
Precedence and Category Levels Table (table I-2). This table represents the 
precedence and category levels located throughout the ACI TTP. The table is 
provided for informational purposes, as the ACI TTP characterizes cyber incidents 
and events within the reporting schemas. 



ENCLOSURE I: CYBER SEVERITY LEVELS

I.5. Malicious Actions Table 

The Malicious Actions Table (table I-3) provides actions and the resulting Severity 
Level. 



ENCLOSURE I: CYBER SEVERITY LEVELS



Coordination of Cyber Incident Management
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US-CERT Incident Reporting System

http://www.dhs.gov/how-do-i/report-cyber-incidents



US-CERT Incident Reporting System

https://www.us-cert.gov/forms/report



US-CERT Incident Reporting System

https://www.us-cert.gov/incident-notification-guidelines



US-CERT Incident Reporting System

http://www.dhs.gov/mitigate-cybersecurity-incidents



SANS Interfacing with Law Enforcement

Table of Contents
Should information security policies include incident-handling procedures for computer crimes?
Are computer forensic evidence handling and analysis procedures helpful to business and law enforcement?
Are there standardized guidelines or procedures for reporting an incident to law enforcement? If not, what 
information will I need to have ready to report?
What type of access to evidence and key personal should I expect upon the involvement of Law Enforcement?
Will law enforcement obstruct my business if I call them?
How does law enforcement deal with the investigation of an active computer intrusion on a live network?
How do I maintain the proper chain of custody of my electronic evidence?
What is admissible evidence in court?
What are the federal, state, and local law enforcement agencies that I may contact?
Should I report a computer crime to law enforcement, and if so, at what stage of an investigation?
What guidelines should be provided to employees in case they are personally contacted by law enforcement as 
part of an incident investigation?
If confidential business information is involved in the incident, will law enforcement take any efforts to preserve its 
confidentiality during the investigation? During any subsequent prosecution?
How do I identify and preserve the crime scene or crime scenes in computer crime incidents?
How long do I need to retain evidence?

http://www.sans.org/score/faq/law_enf_faq/



InfraGard

https://www.infragard.org/



The legacy nature and somewhat diverse or 
disparate component aspects of
control systems environments can often 
prohibit the smooth translation of
modern forensics analysis into the control 
systems domain. Compounded by a
wide variety of proprietary technologies and 
protocols, as well as critical system
technologies with no capability to store 
significant amounts of event information,
the task of creating a ubiquitous and unified 
strategy for technical cyber forensics
on a control systems device or computing 
resource is far from trivial.

DHS Cyber Forensics Plans



DHS Control Systems Forensics



The basic framework for any investigation, as it pertains to the identification 
and collection of digital evidence (whether it is in the control systems 
environment or not) will have several core components or elements that must 
be adhered to by any investigator. To ensure the investigator has a concise and
effective framework for executing a forensics program in a control systems 
environment, the following traditional forensics elements will be examined and 
the uniqueness of a control systems environment and the impacts on these 
elements will be discussed. These elements are:

• Reference clock system
• Activity logs and transaction logs
• Other sources of data
• General system failures
• Real time forensics
• Device integrity monitoring
• Enhanced all-source logging and auditing

DHS Control Systems Forensics Framework



DHS Control Systems Forensics Artifacts



DHS Control Systems Response Activity
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