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Windows PowerShell

Administrator Windows PowerShell
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Windows PowerShell
replaces the
Command Line

Uses Cmdlets to
perform common
system administration
tasks, such as
managing the registry,
services, processes,
and event logs, and
using Windows
Management
Instrumentation
(WMI).

A task-based scripting
language and support
for existing scripts
and command-line
tools.



Windows PowerShell File Checksum Integrity

PowerShell File Checksum Integrity Verifier (PsFCIV)

PowerShell File Checksum Integrity Verifier is a enhanced PowerShell version of legacy
Microsoft FCIV.exe tool. PsFCIV is used to track your files integrity status by calculating

cryptographic hashes over a file (or files) and writing them into FCIV-compatible XML
database.
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DoD UFC 4-010-06 Cybersecurity

UNIFIED FACILITIES CRITERIA {UFC)

CYBERSECURITY OF
FACILITY-RELATED
CONTROL SYSTEMS

3-1.1 Five Steps for Cybersecurity Design. The five steps
for cybersecurity design are:

Step 1: Based on the organizational mission and details
of the control system, the System Owner (SO) and
Authorizing Official (AO) determine the Confidentiality,
Integrity, and Availability (C-I-A) impact levels (LOW,
MODERATE, or HIGH) for the control system.

Step 2: Use the impact levels to select the proper list of
controls from NIST SP 800-82.

Step 3: Using the DoD master Control Correlation
Identifier (CCl) list, create a list of relevant CCls based
on the controls selected in Step 2.

Step 4: Categorize CCls and identify CCls that require
input from the designer or are the designer’s
responsibility.

Step 5: Include cybersecurity requirements in the
project specifications and provide input to others as
required.



DoD UFC 4-010-06 Platform Enclave

2.3 Platform Enclave. Significant portions of the control system resemble a
standard IT system which can be implemented in a standard manner for
different control systems, regardless of the details of the control system itself.
This has led to the creation of the Platform Enclave concept, which groups
the “standard IT” portions of the control system, plus related standard
policies and procedures, into an entity which can be handled separately from
the rest of the control system. In some cases this Platform Enclave will be
separately authorized and the overall control system will have two
authorizations, one for the Platform Enclave and one for the Operational
Architecture which primarily covers the “non-standard IT” components of the
system. In other cases a single authorization will be used for the entire system.
Even in cases where a single authorization is used, however, it’s helpful to
identify and categorize the “standard IT” portions of the control system. More
information on the Platform Enclave approach is in APPENDIX D
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APPENDIX D PLATFORM ENCLAVE
D-1 PLATFORM ENCLAVE CONCEPT OYERVIEW

Thz foct 1t o gpnificant parson of the cantral mystem resembizs @ stondard |7 systen
whinl warn Lo irpeenvnbed for difersnt cunlnd eesamn regarclees of U doaale of e
caral sysham H3aF nas g o ihé crastion of IFa Pactarn Frolava carce Thks
RAFCEP: JIOURS e 2anmaT | | potines of 1he coned Symaam Irko a spztam wakh tan
ke nancded sevsrately fromn the rezt of the contro’ =ystem. In zome cases this Platfoem
Erclave vall o8 sepansimly aulhociosd sid the ovsesll conliol seebsn ail havs vo
aLmanzatizes whin n cihar cases & Arge adtbordrating vill aa Lsad fee tha anling
mystem, Even ncases ateT a snge authanzaban 15 usce. nawever, iUs holphy to
ierily e calepuics Ue santard 1T portivrs o e oo eysian

0-2 PLATFORM ENCLAVE USING TWO AUTHORIZATIONS

A peimary reacon 1e aafiig o A Plattcem Enciasws 15 10 anakin ha appoeach atae a
cartrzl system iz makemensed Lsing hwo Rizk Maragament Frameacck acthanzabzrs,
wre Fan lhe Plavonn Cuckave sid one for U moerPlatonn Sncieee sunlvas e
cortral syehan, scmatinas mdanid 3 82 M TONAZANGE 1T parnns Whiks this ey
26O 13 I2ad 0 A cuplesbon of cRat. N aacacs ths gaasraly Eat e case

WhIE MAry CROLTS, SUch &2 paleias Ard amcodaras, ‘atl raad to an
dane af both the Patlom Cnclave ard ron-<tanderd 17" porons. these
paleias ard pmsaduras San ofan be moarte by Bom fram snather
SMaboeeon, of IMEIZMeTInG T2 Same ay I bath the Platfoem enclays
and the non-sanderd 1T,

. Some aulnas cor b wpoied gl be Piallorn Coclswe sond e nfer bed
by e "ace-slardand T Far axanpia ool s ralaled 13 rmmoss achass
o e dafne Ircaparaanty af thae nanaiaviar 117 ay ihe Flakam
Eazave, arc fize irhedled oy the “nen standand IT if recezzary.

Whie ome coenris will Aned 13 Be adermssad by bath the Plattoem
Snzaee ane v oe-sancart T, ey wil need (o b sedessec
Jifamally anc oler 10 & cilfecen: axlent 1 aach

D-3 PLATFORM ENCLAVE BENEFITS

Tha peimary Daredtof Iha Pactann Frelasa spomas & Mat il gl tor sepasson at
ke ‘sizndard Il 2nd “nan sancard |1° compenants of the corswl sysem, 27d allaves
Ter 3 vingle sathorizsion far the T potivn @ cover ruullizle vonbral syxbeen types, This
APOCEsh B sl benalidel vien hana 2 &1 exEling etk &0 cyoarssarily
Nfrastchse 61 whick %0 RSN Ihe 2 atam Brclave, Such 22 masa hat axst on ira
raodty of Dol irstilabzrs. dazlly, 2z Flatfo Zaz ave ail be 2 stardard
eelebristed and sallivoized by weud Sereion o nphar eclstive al wesry iretdistive, n
carrast o 18 & RACePaton 150 1he *nea-staraant IT° patiar of the crata sysiam (Ita
Cpartonal Architochur' | 'ahern famans suck as conlral sysicm typa, vnrdar and
prateced 2re more ikely w0 race sych suthorzetion grigve and nan-zancad.

aa

Platform Enclave: The CCl contains a
requirement which is expected to be
implemented at the Platform Enclave and
inherited by the control system, or is mostly
implemented at the Platform Enclave but also
needed within the field control system (in
which case the CCl is also in the “Designer”
category). For example, passwords are
implemented at the Platform Enclave, but are
also necessary at the control system user
interface itself, local display panels and some
controllers (those which support passwords).
While implementation of the Platform Enclave
is not the designer’s responsibility (a key point
of the Platform Enclave is that it is a standard
approach that can be implemented across
multiple control systems), it’s important to
document CCls the control system expects to
inherit from the Platform Enclave
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All Control Systems must connect to the Platform Enclave, and must either be
separately authorized or fall under the type accreditation of the FRCS-PE and NUMCS.



Enclave Summary

Create hardware and component/device inventory of all FRCS assets
1. Run SCAP - configure to STIGS
http://iase.disa.mil/stigs/net _perimeter/enclave-dmzs/Pages/index.aspx
2. Belarc — Obtain detailed Server, Workstation, LT Level 4 inventory
3. CSET - create System Security Plan, Hardware and Component/Device
inventory
GrassMarlin - Component/Device Hardware and Software / Firmware
inventory
Glasswire — Network, Apps, Executables
Run WhiteScope and create Whitelist of BFRCS firmware
Hash all software and firmware
Hash the inventory files

-
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ESTCP RMF FRCS Guidance and Templates
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Cybersecurity Guidelines

The Cybersecurity website has several key sections that establish new RMF contractual
and deliverable requirements:

Overview of Platform IT (PIT), Operational Technology & Facility-Related Control
Systems

Architecture, Networks & Components

Design and Commissioning

Test and Development Environment (TDE)

Continuous Monitoring (CM) Strategy and Auditing

Registering FRCS In eMASS, DITPR and SNaP-IT

Legislation Instructions, Manuals, Policies, Plans and Memo’s

Resources And Tools, and Publications

Templates and Checklists

Software

Protecting DoD Controlled Unclassified Information (CUI)

Medical Facilities-Related Control Systems, Medical Devices and Equipment
Energy Projects, Third-party Financing and Cybersecurity

Any organization can use for their FRCS

https://www.serdp-estcp.org/Investigator-Resources/ESTCP-Resources/Demonstration-
Plans/Cybersecurity-Guidelines



Cybersecurity Guideline SME’s

Control Systems Cybersecurity Specialist: The Control Systems Cybersecurity
specialist shall have a minimum of five years’ experience in control system
network and security design and shall maintain current certification as a Global
Industrial Cyber Security Professional (GISCP) or Certified Information Systems
Security Professional (CISSP).

Information and Communication Technology Specialist: The Information and
Communication Technology specialist shall have a minimum of five years’
experience in control system network and security design and shall maintain
current certification as a Registered Communications Distribution Designer
(RCDD®).

System Integration Specialist: The System Integration specialist shall have a
minimum of five years’ experience in control system network and shall maintain
current certification as a Certified System Integrator (FRCSI) for the products
they are integrating and/or be Control System Integrators Association (CISA)
Certified.



Cybersecurity Guideline TDE

1.10 TEST AND DEVELOPMENT ENVIRONMENT For new or major modernization
projects, the Systems Integrator will establish a Test and Development Environment
(TDE) that replicates the Production Environment to the highest degree possible starting
with the Level 4 Workstations, Servers, software and with at least one of each of the
Level 3-0 major components, devices, and actuators. At approximately the 50-75%
construction complete, the TDE will be used to perform Factory Acceptance Testing (FAT)
of the project to ensure the project has end-to-end functionality, has been properly
configured using the Security Content Automation Protocol (SCAP) tool and the Security
Technical Implementation Guides (STIGS), all patches (OS and FRCS) are installed and
properly configured, and begin creating the artifacts for the draft System Security Plan.

At approximately 95-100% construction complete, the TDE will be used to conduct Site
Acceptance Testing of the complete FRCS, and if required, Penetration testing. The SAT
artifacts will be included in the final System Security Plan, FMC and Jump-Kit (if
required).

The ESTCP Project Team/System Integrator will transfer the TDE to the ESTCP PM for
inclusion into the Platform Enclave Operations Center.
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DISA SCAP

Q SCAP Compliance Checker 3.1.2 - U -
File |E_d|t_| Results Help
Selg  SCAP Content Perform Analysis
@ OVAL Content Analyze Selected Computer(s)
g OCIL Content ~ - _
| [ Options i s

OVAL Processing Options
N ssH Options
Te  Deviations - ||

[ Run i Thresholds

v SCAP Analysis

OVAL Analysis
QCIL Analysis

©| SCAP Streams Enabled: 24| ©] OVAL Content Enabled: 0| @] OCIL Content Enabled: 0




DISA SCAP Contents

r SCAP Content

Install Content|  Configure Patch Updates

Content 24 of 25 enabled

Content Profile Date Version
U_Microsoft_DotNet_Framework4 V1R1_Benchma MAC-1_Classified 2013-03-06 1
U_Microsoﬁ_lE'FD_\f'lRS_STIG_Benchmark MAC-1_Classified 2014-01-08 1
U_Microsoft_IE8_V1R11_STIG_Benchmark MAC-1_Classified 2014-01-08 1

i MAC-1_Classified 8 k]
w520 TIG_Benchmark _MAC-1_Classified ) g 1
_Windows_2003_DC_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6
U_Windows_2003_MS_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6
U_Windows_2008_DC_V6R1.25_STIG_Benchmark MAC-1_Classified 2013-12-18 6
U_Windows_2008_MS_V6R1.25_STIG_Benchmark MAC-1_Classified 2013-12-18 6
U_Windows_2008_R2_DC_V1R11_STIG_Benchmark MAC-1_Classified 2013-12-18 1
U_Windows_2008 R2_MS_V1R11_STIG_Benchmark MAC-1_Classified 2013-12-18 1
U_Windows_?_\f'lR'EQ_STIG_Benchmark MAC-1_Classified 2013-12-18 1
U_Windows_8_V1R4_STIG_Benchmark MAC-1_Classified 2013-12-16 1
[ U_Windows_Vista_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6
U_Windows_XP_V6R1.32_STIG_Benchmark MAC-1_Classified 2013-12-18 (3
USGCB-ie7 united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0
USGCEB-ie8 united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.2.0.0
USGCB-Windows-7 united_states_government_configuration_baseline_version_1.2, 2011-06-10 v1.2.0.0
USGCB-Windows-7-Energy united_states_government_configuration_baseline_version_1.2, 2011-06-10 v1.20.0
USGCB-Windows-7-firewall united_states_government_configuration_baseline_version_1.2, 2011-06-10 v1.2.0.0
USGCB-Windows-Vista united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0
USGCB-Windows-Vista-Energy united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0
USGCB-Windows-Vista-firewall federal_desktop_core configuration_version 2.0.0.0 2011-06-10 v2.0.0.0
USGCB-Windows-XP united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0
USGCB-Windows-XP-firewall united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0

Path
Contenty
Content,
Contenty
Content,
Content),
Contenty,
Content\
Content,
Content\
Contenty,
Content,
Contenty
Content,
Contenty
Content\USGCB-Major-Version-2.0.0.05ETY
Content\USGCB-Majar-Version-1.2.0.0\E8Y
Content\USGCB-Major-Version-1.2.0.08WinT7,
Content\USGCB-Major-Version-1.2.0.04\Win7-En
Content\USGCB-Major-Version-1.2.0.0\Win7-Fin
Content\USGCB-Major-Version-2.0.0.04WinVist3
Content\USGCB-Major-Version-2.0.0.0\WinVistg
Content\USGCB-Major-Version-2.0.0.0\WinVistg
Content\USGCB-Major-Version-2.0.0.04WinXP'
Content\USGCB-Major-Version-2.0.0.0\WinXP-H

*Right click Content for more options. **Left click Profile to change profiles.

All content paths are relative to the instaliation directory at: C:\Program Files (x86)\5CAP Compliance Checker 3.1.2\Resources

oK . Cancel

el Ty st Q

€




DISA SCAP Resul

B & B cummerny Visser
|

CHET - 5

=¥arnan

iF i1 &7
K13, Dol Mt Frcrewoik woD1.004
Wienes Sever _ZUAE BTG wDi

Sy | W Tenres

n -O Ty here 1o search

ry viewer

Qus

10 ot/ L ooy

MCRETCD

PRS0

Empy lemg S A

Session: 2049-10:23 132442

All Satings MWen-Conipilsnes HIST ARF ECCOF Resutts

T, HTRA HThA ki |
100 i T, P AL
EURL IRl 14 K L

DAL Resutts

Eenrch

DAL Varlahles

Ardl

4L

Hiil




Assemble the Stakeholders

The FRCS owner should assemble representatives from the
following communities to participate in development of the FRCS
PE authorization boundary and network architecture:

e Facility Engineer/Manager

e Facility Operations & Maintenance/Technician

e Physical Security Specialist

e Emergency Manager

e IT Network/Communications Specialist

e Information Assurance Specialist

e Tenants (Defense Health Agency, Defense Logistics Agency, etc)
e Operations and Maintenance Contractors

e Control System Vendor/Integrators

¢ Information Assurance IA/RMF Contractor



Cybersecurity Guideline Sequence

Activity / Lead New Project Renovation Project Typlca_l
Duration
Presolicitation RFP Obtain the Regional and Obtain the Regional and
Considerations ESTCP Platform Enclaves ESTCP Platform Enclaves NA
catogorization and catogorization and
categorize the CS categorize the CS
Design Cs front end or new Cs front end upgrade or
. ) sushsystem back end to subsystem modernization
¢ Basis of Design
_ connect to front end
* Concept Design (10- _ . Confirm/revise system
15%) Confirm/revise system ization. defl
y A categorization, define
* Design Development categ L network architecture,
(35-50%) network architecture,
. ; ; system components,
* Pre-Final (90%) RN co]:nponerT > concept of operations,
e Final (100%) Zona?pt o opc)ieratlons, drawings, and
Lead: A/E et specifications.
specifications. 3-6 Months

Documents/Models/Tools:

e Construction Design
Documents / Building
Information Model
(BIM) / CAD

e CSET

e GrassMarlin

¢ Draft Baseline System
Security Plan (SSP)

e IT Contingency Plan and
CONOPS (ITCP)

At 90% design create
initial SSP and baseline

security risk assessment.

At 90% design create
initial SSP and baseline
secuirty risk assessment.
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Cybersecurity Guideline Pen Test
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Telecommunications and Network Guideline

Facility-Related Control Systems

1.1 PURPOSE AND SCOPE This document
T TLECOMMONCATIONS AN NETWORKING GUIDELIE defines the IT Telecommunications and
Network Standards for ESTCP Facility-Related
Control System (FRCS) projects. The intention of
this document is to provide a general outline
and guide to ensure the IT Telecommunications
 ————— | and Network Transport Backbone, cabling,
| | wireless, firewalls, routers, switches and end-
point devices are properly installed, configured
and tested to meet DoD CIO, DISA and
service/agency connectivity requirements.

!
|
|
|
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Telecommunications and Network Guideline
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Figure 5.3 — End to End PON Schema

A passive optical network (PON) is a point-to-multipoint network architecture in which
unpowered optical splitters are used to enable a single optical fiber strand to serve
multiple end-points. Passive optical LANs are an implementation of PON technology for
the enterprise LAN (e.g., large Layer 2 Ethernet networks). The solution reduces physical
cabling infrastructure, minimizes the telecommunications space requirements through the

use of passive optical splitters, and reduces the typical energy requirements to support
traditional Ethernet deployments.
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Create the Cyber Narrative

FACILITY-RELATED CONTROL SYSTEMS
The Integrated Facility Management Systems (IFMS), and all control systems including related

Cybe t
o communications networks and components, are considered Platform Information Technology
(PIT). Design and provide all control systems in accordance with UFC 4-010-06 “Cybersecurity
of Facility-Related Control Systems,” National Institute of Standards and Technology (NIST), and
Cybersecurity Committee on National Security Systems (CNSS) documents.
Cybersecurity Requirements The PROJECT cyber design needs to include, but is not limited to, the following FRCS:
CODES AND REFERENCES »  Electronic Security Systems — Owned and operated by security services

Facility-related controls systems will be designed in accordance with the following policies,
standards and procedures:

» CNSSI 1253, Security Categorization And Control Selection For National Security

Electronic Emissions Detection Systems
Electronic Security System (ESS)[Bundled]

Systems 2014 - Digital Way-finding Signage Systems
» CYBERCOM Advanced Industrial Control Systems Tactics, Techniques and Procedures,

February 2017 Physical Access Control Systems (PACS)
» Department of Defense Instruction 8500.01, Cybersecurity, March 2014 > Radio Frequency Detection Systems

» Department of Defense Instruction 8510.01, Risk Management Framework (RMF) for

DoD Information Technology (IT), March 2014 Surveillance/Assessment Systems

» Department of Defense Instruction 8140 Cyberspace Workforce Management Vehicle Access Barrier System
» Department of Defense Instruction 8530 Cybersecurity Activities Support to DoD - Active Shooter
Information Network Operations March 2016 i ) i
» Department of Defense Handbook for Self-Assessing Security Vulnerabilities & Risks of CBRNE Notification Systems (CBRNE)

Industrial Control Systarms on Dol instaliations 2012 » Burtdmg Control Systems (BCS) - Owned and operated by Facilities
» Federal Information Processing Standard 200 Minimum Security Requirements for

Federal Information and Information Systems > Building Automation System (BAS)
» Federal Inf Processing Standard 201-2 Personal Identity Verification (PIV) of > Building Lighting System (Lighting/Daylighting/Occupancy Control System)
Federal Employees and Contractors "
Conveyance/Vertical Transport System (Elevators)

» Intelligence Community Directive (ICD) 706

» National Institute of Standards and Technology Special Publication 800-37, Guide for
Applying the Risk Management Framework to Federal Information Systems, February
2010

» National Institute of Standards and Technology Special Publication 800-53 R4 Security
and Privacy Controls for Federal Information Systems and Organizations 2013

» National Institute of Standards and Technology Special Publication 800-82 R2 Guide to
Industrial Control Systems (ICS) Security 2015

» National Institute of Standards and Technology Special Publication SP 800-115
Technical Guide to Information Security Testing and Assessment 2008

» UFC 3-410-01 Utility Monitoring And Control System (CS) Front End And Integration
2016

» UFC 3-410-02 Direct Digital Control For HVAC And Other Building Control Systems 2016

» UFC 4-010-06 Cybersecurity of Facility Related Control Systems, Change 1, 18 January
2017

» UFGS 23 09 00 Instrumentation and Control for HVAC

» UFGS 23 09 23.01 LonWorks® Direct Digital Control for HVAC and Other Building
Systems

Electrical Systems (ES) [Such as local building generators not designed for grid
interconnection, high reliability switching from two sources for critical buildings,
etc]

Heating, Ventilation, Air Conditioning (HVAC)
Irrigation System

SCADA

Shade Control System

Vehicle Charging System

Fire & Life Safety - Owned and operated by Facilities

Fire Alarm Reporting System (FARS)
Fire Hydrant Water Distribution Systems
Fire Pump Control System

Mass Notification System (MNS)

» Traffic Control Systems
Traffic Signals Systems




Assign Cyber Team

CYBERSECURITYTEAMPERSONNEL

The PROJECT Cybersecurity Team is comprised of highly skilled and certified IT and OT
cybersecurity subject matter experts with extensive experience with the NIST Risk
Management Framework and the DoD implementation of the RMF:

Cyber Team Lead: GICSP or CISSP

Cyber System Administrator: MCSE, Security +
Cyber Commissioning: CEM, CISSP, CEH, CxA, DGCP
Cyber Auditing: CDFM, CFE, CISA, CPA

The Cyber Team will be responsible for the project cyber lifecycle and will begin at
project award with a Cyber Workshop Charette to baseline the PROJECT Team and

initiate the development of the RMF package documents, begin the
auditing of the PROJECT Team’s project NIST 800-171 Cyber Risk
Management Plans (CRMP), create the Test and Development Environment
(TDE), perform system hardening (SCAP/STIGS) of the equipment and
components, create and manage the Fully-Mission Capable Baseline (FMC),
perform sysadmin duties on the TDE and Production OT systems, audit the
FRCS, and perform cyber commissioning of the facility.



»

»

»

»

Cyber Commissioning

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Contractor Computer Cybersecurity Compliance Statement -
For each contractor-owned computer, list the make and model of the device, the device
serial number, the operating system version, and the anti-malware software version.
Attach additional sheets if required to document all computers.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Cybersecurity Schedules — consists of four tabs to be
completed; Interconnection Schedule, Network Communication Schedule, Wireless, and
Multiple IP Connection.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Inventory Spreadsheet - Provide a Control System Inventory
report using the Inventory Spreadsheet listed under this Section documenting all
[networked devices, including network infrastructure devices] [devices, including
networked devices, network infrastructure devices, non-networked devices, input devices
(e.g. sensors) and output devices (e.g. actuators)]. For each device provide all applicable
information for which there is a field on the spreadsheet in accordance with the
instructions on the spreadsheet.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Contractor Temporary Network Cybersecurity Compliance
Statement - Provide a single submittal containing completed Contractor Computer
Cybersecurity Compliance Statements for each company using contractor owned
computers. Each Statement must be signed by a cybersecurity representative for the
relevant company.

ure the OS and vendor

) are properly hardened using
s) and configured to the JIE
ce and turnover of the project
e.

is a functional recovery point
should capture the FMC

3, remote access terminals,

a flow, and machine/device
formation should be kept
1anges are made to the

> baseline is used to
conditions of the FRCS. The
he initial FMC baseline.

ISCP and the FMC are used

10 pertorm aisasier recovery ana inciuaes wnere pack-ups are stored and the process to
restore the FMC, the sequence of re-restart, assignment of personnel to the Roles and
Responsibilities Table, and how to perform Functional and Validation Testing.

» System Security Plan (SSP) — Use the DoD Core Authorization Package to develop a

Preliminary SSP.



Unit 5

Using CSET: SAL, Network Arch Diagram,
Inventory, Templates, Security Controls
Evaluation, Reports, Data Aggregation &
Trending, System Security Plan



DHS CSET

« Stand-alone Software application
« Self-assessment using recognized standards

« Tool for integrating cybersecurity into existing
corporate risk management strategy

= -I:
e e |
CSET Download:

www.ics-cert.us-cert.gov/Downloading-and-Installing-CSET



CSET and eMASS Relationship
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90% Design CSET
66 — 95% Construction
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Security
Medical
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Weapons
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DoD Information Technology Portfolio Repository (DITPR)

Authontative Data Source for Portfolio Management

Vendors/Contractor can use CSET to build eMASS packages!!



CSET Process

Determine
Assurance
Levels

|

Standards Weighted
Questions Answers

Figure 3-1. CSET process.



CSET Start

ESET AE 5 | HELF
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CSsSET

CYBER SECURITY EVALUATION TOOL

Version 8.0

Prepare Your Assessment

CSET helps you determine the cyborsecurity postune of your Srgarization as you
arswer questions based on recegnized indusry standards abour your systems
and proceddres.

Bofore you can answer questions, your quostion sot noeds tobesgontified, Th
'Srart Here' button zegins the question identification z2nd preparation process.,

Start Here ?>
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Sector and Demographic Information
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Industry
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> B0 EO . |
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Design and Network Component Selection

B CSEST  FLE | TOOLS | RESOL HELP

E’ Preparation v ? Assassmient

Diagram and Network Component Selection

Building & diagram ol your system'’s network alfows CSET Lo include comporsent sgeclic questions in your linal quastion sei.
This step s not ragquirad bul comaleting s network diagrarm bas sevaral benefis:

= Graphically capture a picture of your control system or information technology (IT) network,
« ldentify areas of vulnerability in your network and review recommendations for improvement.

= Creates a foundation for the guestion set incorporated into the overall assessment and analysis process,

reate a network diagram

Continue >




Network Diagrams
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Diagram — Tools, Templates, Inventory
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Diagram — Components
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GrassMarlin Plug-In
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de Selection

g CsSET . | RESOUF LARY | HELR

E Preparation « ? Assessmant

W= [hagram

Mode Selection

CEET conlams a vast amounl ol cybersecunty knowledge, Please inoicate whelher you wanl an sula-gensraled guestion

seloor il yowwouls prefer to build your owe question sel by selecting frorm ovberseounty standaros.
() Basle - Generate a basic assessment using the provided demographic information
@ Advanced - Let me choose which cybersecurity standard(s) the assessment will be based on

Hrfnre selecting which eybiceseounity stindards your pssczsmemnt is hased on, plesse choose oneaf the follwing options

) Questions-based Approach

The garslmirs-biaen L npparch s sengdes cueshions e ubcses oo padlsd coedil

® Requirements-based Approsch
The mquarzments-based apgaroadt Uzes the aya worsing of the stancand and (= Gest tor those mdustes that are regiated
b i specific staridand

Cybarsecurity Framowork-based Approach
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Security Assurance Level Selection

8 C=sET FIE | JRCE LIBRARY  HELP FSFT RCS Smart Rusidfing F -8 X

" :
@’ Preparation ¥ ? Assessment ﬁi Results » m{= Diagram

Security Assurance Level Selection

Tha Secunly Assurance Leval or SAL i= 3 measura (hal celarmines (e nummber of gueslions youo will nesd Lo answer and
of rigor of the asscssment. For example, 2 typical high 2AL will contain 330 1000 gquestions whore a low SaL will
Iypieally eonlar 30-350 queshicns. depending on he seleclacd slandard.

CE-CERT ganerally recommends that Grganizations start at a low SAL and work up aver fime a5 appropriate. The 84
approgriale 1 your arganizslion depends entirely an your crganeabion’s nsk Dlerancs leval

Overall Selected SAL
£\ Standard SAL Selaction .
5 - High

Other SAL Selection Guidance: Selected CIA Levels:

Confidentiality Lavel: High

@ General 5AL Guidance ;
Intagrity Lavel: High
Axailabilicy Level High
F 75 199 saL Guidance

<Back




FIPS 199 SAL Guidance

FIPS 199 SAL Guidance

Confidentiality Integrity Availability

Low h‘!acelate‘ﬁer}- High| | Low Modemle Wery High Lenw MudL-fatem'fery High|
m Sedec ] lnlomnation Types l Ay Clueslions l Cratar il Special Faclors

he HIS 199 quice pelow will heln you learn ko to determine the overall security cateqorization of the system under assessmeant

If vou are unfamiliar with the FIPS 199 SAL Determination screen, please read the guide before praceeding
B F1PS 199 SAL Selection Guidance

Other Guides:

BN Fips 199 @B MIST SPE00 60 Vol | 1M NIST SPE00 60 Vol 1)

Special Mota:

Cuestions and ather standards questions,

When using the CHESE Standands the Overzll SAL doss not apply to the question selection. [he Corfidentiality, Inteqrity, and Awzilability levels are used
indeperdently 10 determine the questons o controlfreguirement solocton: When using CHSSelied standads the overall 340105 osed - far Metwork Componend

@ Save and Close




FIPS 199 SAL Impact Levels

The potential impact is LOW if—

- The loss of confidentiality, integrity, or availability could be expected to have a limited adverse

effect on organizational operations, organizational assets, or individuals.

AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or
availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is
able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in
minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to
individuals.

The potential impact is MODERATE if —

- The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on
organizational operations, organizational assets, or individuals.

AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or
availability might: (i) cause a significant degradation in mission capability to an extent and duration that the
organization is able to perform its primary functions, but the effectiveness of the functions is significantly
reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv)
result in significant harm to individuals that does not involve loss of life or serious life threatening injuries.

The potential impact is HIGH if—

- The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse
effect on organizational operations, organizational assets, or individuals.

AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality,
integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an extent and
duration that the organization is not able to perform one or more of its primary functions; (ii) result in major
damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to
individuals involving loss of life or serious life threatening injuries.



FIPS SAL Information Types

FIPS 198 Securit

FIPS 199 SAL Guidance

Confidentiality Integrity Availability
‘ Low | Moderate Very High Low | Moderate Wery Hin_:]h| | Low | Moderate IIEI Warny High

Instructions: Rt ad gt ab TN e sl Answer Cuestions ]-Detcfmine Special Factors ]

CIA Values Based on Selected Information Types
Confidentiality: lModerste Integrity: High Availability: Hgh

Select the Information Typels) Confidertiality Integrity Mailakility
[ 1113 Air Iranspartation i 240 Conbingersy Plarring hodarals Mewigiale | Moderate
C.222 Continuity ot Operations hoderate hMoacrate | Yoderane

4 2 Disaster Preparedress & Flanning Loy Loy Lo

T 2200 Asset and | latalily Mansgemm|

1 C.2.3.5 Budget Dvocution -
LI €.2.3.5 Budget Drecution M44 Froergencoy Response | tne Higzh | Higti
L2 C.2.31 Budget Formulation [:7.2 Cnergy Conservation & Proparedness L Lewy Lo
[0 0228 Bucdeeling & Performance nlegration Ly 3 Energy Resource Management Moderate Low | Loy

- T e Fa7.1 Frieroy Supply i Mosierale | Moderals
[T 2.2 3.2 Capital Planning 7.1 Friengy Supiily Lo Meicierls iderale

Ch8.1 Covinenmental Monibaring & Forecasting Lo hccerate | Loy

[T 01 24 Crblecticns & Receivahles

€ Save and Close




FIPS 199 SAL Answer Questions

FIPS 199 SAL Guidance

Confidentiality Integrity Availability
Low | Moderate Vary High Moderate Very High| | Low | Mederate IEHI Yery High

Instructions I Select Information Types [SGRT=AN] * Determine- Special Factors ]

ClA Values Adjusted for System Questions
Confidentiality: | ligh Integrity: | ligh Availability: | ligh

Cligesligary

Dioes aggregation of informaticn on this system reveal sensitive patterns and plans, or faciltate acoess to sensizive or critical systems?
Dioesfooulg adcess o this systerm resull in some form of Gocess o other more sensitive or crifical systerms (e, over @ network)?

L | Are there exlenualing ciroumstances such as: The system poovades ailical process ow orseouily capabidily, te public visibiling of the system, the
shiegr number of other systemns refiant on its aperation, or the overall cost of the systems reglacement?

Would anauthorized modification or destruction of information affecting external communicatizrs (2.9, web pages. electronic mall} adversely affect &
aperabions or sericushy danage mission unclion andfor pablic confidenee?

Would cither phiysical or logical destraction of the systom resultin very lange cxpenditures to restare the system andfor reguine along poriod of time & | O

€ Save and Close
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FIPS 199 SAL Special Factors

FIPS 199 SAL Guidance

Confidentiality Integrity Availability
Low Low |Moderate Very High | Woderate Wery High

Instroctions I Select Information Types ] LUk oyl [ietermine Special Factors

ClA Values Adjusted for System Questions
Confidentiality: | ligh Integrity: | ligh Availability: | ligh
imiabion Type [ Confidentiality Special Factors

C.2.41 Contingency Planning Moderate | Moderate IModerate | Special Fectors Affecting Confidentiality Impact Determination: 1he

[.2.4.2 Continuity of Operations Kodierate | Mederstalloderats | CorsenUEnces ol anauthorisad disclosura ol soergy supply inlonmalion can
Y e d 1 15 i L= LN i i L S 3 ) LS p el 1) - bl L8 L ret

fave a sorous Coonomic imact with respect to competithe advantages and
financizl and commodity market dynamics. Also, the unauthorized disclosure
1344 bmergency Response Lo High High ol supply information may asssl erorisls o lhe hell of enscgy prodocs o

1373 Fnergy Conservalion & Meparednes: | e i | vy disruption of encrgy distribution channels. Facifitation of thelt of nuclear

0.4.2 Disaster Preparcdness & Planning Lo W Low

iarials s g parhicatarly catasiropton pelential resoll ol cnaotbones:d
digclosure ot specitic typos of cnorgy supply information. In these caszs, the
cenfidentiality impact must be considered to be high

.73 Fnergy Resoures Managemenl htacdiezter [ Lo | o

077 Encrgy Supply Miodorate |Moderate

Lua. 1 Crvinenmental BMonitoring & Morecasting Moderate|  Low

Integrity Special Factors
I
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Cybersecurity Standard Selection

| RESCURCE LIBRARY HELP

E Preparation * ?As&e&ament f"'iﬂesults -

Cybersecurity Standard Selection
Lelect a standard from te fist below to define the questions vou will znswer durirg the assessment Standards in bold text are

alect |
recommerded pased on your demogranhic infiormation | 27100

Search . Sort By | Reooommmmis

[ MIST SPEDI0-161 Supply Chain Risk Management {Recomarended)

U HIST Spedial Publication BI0-53 Rev 4 App } (Recormmended)

i .-‘||!‘|::_i of Recomemenciations Ray 7

0 CEATS Risk-Based Performance Sandards Guide 8-Cyber T ca,

L1 hSS] M, 1253 2aseling

[® CRISE] Me, 1253 Baseline W2 March 27, 2074 RN el CIERS

[® CRESHMe, 1253 indusirial Somtrol Systam (05 Creerlay SR ad s faatails v
Citails

= Zeatrol Corralaton Identifiar Speafication V2 release 0.1 Sosonay

L1 Cafical Securibe Cortrols Version 6 Chevepead, O o Walora! G Diolaile

7 Eybarseourity Capabilitg Marurty Model (C3M3) Bl Sel Asreral  [apiils w
O SeD Instruction 45002 BTN T s Datalls e
™ ol instruction 510,01 ChEs Destails =

[ Health Insurance Partahility and goonuntas & Security Rule fooah Care Dolails ™ 4
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B CSET FiLE | TOOLS | R

Ii’f Preparation ? Ascectimeant le Results w

All Set!

Mow that vour assessment 1s grepared, you are ready 10 perform the assessment

are Wynically a ot of guestions from different areas of experlise deperding on the

standards yol have selecied. We recommiend you gather a team of experts from
ararization when completing the assessment questionnaira.

mart Building F
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l{: Dhagram
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Questions — Family, Detail, Info

@P Preparation = ? Assessment «

-ﬂ- All = SPEON-82 V2 » Access Control

SPE00-B2 V2
CCI

CNSST 1253 V2 s Control

Component Defaults

faneraton:
d. Dewelops, docurmenls, and disseminsles 0 [Asagomanl: srgantgatot delined gersaneel or iples]
1 AR access control policy that addrassos purpese, scopo, s, responsibilitios, managomant commitmant, coordination amang organizatona
enftities, and compliance; and
2. Frocedures 1w facilitaze the implermentation af the acoess cantral poficy and assaciated acoess cantreds; ano
b Reviews and upcates urrent:
| Access oonrrol HZY

2. Bccess contral pre

O Ves
runnitral sddieses, theestablishs T b seyrknlaton of sekecbed secunky comirals
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s ULy Bl for g e s on o eraehe Lan e repnistailed by maabiols polCies el ing e =
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G

AC-1
Cappkernu i i

Kizde: Beoyir= 2 Standards kaliple SAL Higs Cussbons Complets 195 7 2250




i

Analysis - Dashboard

ESETTE

@ Preparation =

? Assassment v

Dashboard

The dashboard displays same of the mare important charls Tor 8 guick wiew of the data. Selecl ar derr

[inks far more detail
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Report Builder

CCSES"TT  FILE | Tools RCE LIBRARY | HELP ESER BES Smart Building Examplecset * - 8 %

L]
Iz Preparation ? Assessment ¥ ﬁ’l Results » -[= Diagram

Report Builder

Create your final reports in PDF or DOCK format. You can add descrigtions, comments and an executive sSummary 1o your
reports. ¥ou can also specity comments; descriptive text and an executive summary to your reports as well as indicate
specific sections for the Detal report

Add Comments/Executive Summary =

Select the reports you want to build
[ Exercintjve SUMmary
O Site Surnmary
[® Securty Flan

Select the file type
[ PGF
[0 pocx




System Security Plan

SITE CYBER SECURITY PLAN

COMNTROL SYSTEMS CYBER SECURITY EVALUATION

Urntitled Assessment 1

Homeland FaTrE04
Security Aznessor

CYRER RICURITY EVALUATION

3. Risk Analysis

i oo Sorury ALY il o

wii = hat i
v EngTinate
T by, @
wrfi TaivAT 1
o ufEITIIETY T P
Comseguence
LR Ty f
T o
R
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[ ¥ v i 4
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Threat
W1 T

Cosi Benefit Anobesis

[£7] 1] aysrreraan) (o) itk i 1 .

okidiiald

1.1, Hasic Made
Tradaioral securdy modsds doline thres afeas of corsideration Condidentiaify, Friegnity, and
Aypitahity, The securiy plan shoubd sddeess the sach ol 1hete Freas with regret 18 dota and

sylerms
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Unit 6

RMF KS Control Systems Webpage and
eMASS demonstration, FRCS Master List
and C-I-A, Using the Interim Excel files for
uploading into eMASS; FRCS IA Contract
Language for SME’s, Test and Development
Environment, FAT/SAT Checklist,
Penetration Testing Checklist,
Design/Construction Sequence Table



RMF KS FRCS PIT Webpage

Welcome to the Knowledge Service

Iy ardier b aceess the DIACAF ar RMF Knowbsdipe Senice portals, all users must

e Dipaiemtia
huli camply with the folloaing requirements:

Doy i gle pwiem
Thi COrROLbE apatery,
reludieg a4 robnod eoul prasl
petwerke and ricwark denices
tascTicaly inelagias kil

A 1haers must havsa wan Dl P e hcatn SOA-
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vuirlvinad by Dall CK) CS&L

Wl Maa o oF e 1sked carTtoales and caon i kain, plrss 4
lirsuniers Tear

Logim to the DLALAF Knowledge Service:

1. Navigate to DoD CIO Knowledge Service
(requires CAC)
https://rmfks.osd.mil/login.htm

2. Select RMF KS login bar

3. Mouse over RMF General, IT, Platform IT =
EI&E PIT Control Systems

L

e v - .
BME Komedadge Sarvice
m B Twdre R3T TR ¥ H
e bt Rk B AL U AT T A RO - P ¢ W DR A ké T
Sy M e e b G Syl USETET TV FUSKBT AT T BRI PV R L e
[ T FFETTC T A CR R T e S
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AT i idmene Do rovk dpeo Tk Musgs rad "o ook

An-nunesratls T Farsid
e Wb SV B T

ragy, Feaonans 0w s el BT Sres Seern

Or type in Search box “Control Systems”




RMF KS PIT Home Webpage

Welcome Michael Chipley = e Sevine Heme | Mews & Events |

tRMF &

RMF Cveriew b
RMF Governance

' RME h"nnmlndge SE’Wice

i ¥ | Define DoD T Type ﬁ\\ HM F
Securdy Conirols kb | Entlaves t

Vi Chals officiaf site for enterprise RMF policy and implemsniation PROCESS
Securty Auforzation Package »  Major Applicatians IracEionens and managers with a single authorized source for
he tatest nfarmation and develogments In the RYE,

RMF Traiing b Platiom IT Systems
Luam about the RMF process for Dol |7 Systems.
ellASS v | T Products dons on the newly skned Risk Menagement Framewark. e thi RMF Process,
Announcements IT Services
Softviare Assessment Report

Arkditional Infarmatan:

i Energy, Installzfions & Envircament PIT Control Systems

ATille : DM Circitlar No, A-130 Revision - Opis for Public Faadbad 1)

Change tem #H30.0
Click to view page updales,

A Title : Dol Cybersecurity Cutture 2ed Comgliance Initiative 1)
2Tt : *MEW® Dol CI Official RIF Transhormation Brisfing |1

i =
| g rmib.sd.milrmfGeneral T/ MatiamniT, Pages PlaformiT,aspe |




RMF KS EI&E FRCS PIT Home Webpage

RAMF Knowledne Ssndce = RMF General = [T = Platform T = Enangy_Instaliations & Endmnment FIT Controd Syslams

Energy, Installations & Environment PIT Control Systems

Background

iy (Dol AN 0, Cehersasuwty, sl Dailyf
ral Frameday E (RE) o Dol fdfirmaiin

DA nf Dsfesnge i
BIA0 0T, R Managen
Teomholony (1T incorporate Fltformm (T (PIT) ko 1he RKF process. PIT s a
caterjory of boin IT hiandware and sedftwane b is iy scaly pard of
dedcated o, or cssential inongal eme 0 e missoon perrormance of special
purpose systems. Pil s further ::'IllZ"QGrIZCE: a@s P11 procucis, M1

suasyslems, of PIT syslems. PIT differs from “traditional” T m that i s
.I'Il'EgrEl 10 —and dedicated o the Ops2ration -3 SPO{IHIZ pratice. ﬁ;rcugn
ihe 1em FIT IS wsed only Oy Do, the concept of CaNegorzing Companents
ang 5:.-'51E ms-dedicated o the ogeration of a Sped Mo F|a1|'GI'I"1 = mot. For
sxample, the term “Operational Technokgy® (OT) IS lso used to refer ho
thasa syelams and COMmponents

iz mast common forms ob FT are Conbrol Sysiems (C35), which ane a
comination of contral components (oug., clocncal, mechankal hydraulic, or
pnEdimabc., etc.), special purpose controding fawices. and siandard [T that
act logether upon underying mechanical andior electrical eguipment 1o
achnleve an objectve (2.9.. ransport of matter ar enengy, Maintaln a3 secure
and comfortabée work environment, e4c. i Al automated controd systems ane
conciderad PIT. Industrizs Conbrol Systems (ICS) are sutomated control
systems that act upan Industial systents and processes KR s used as a
genaral larm that encompesses soveral — but ned all - types af condred
Fystams These e sapesnery Condred and Aats acdquisitian (SCADN)
systems distributed conimnl systems (DS and oller contl systams. such
A% he: Programmabke Logie Conlroliers (PLCS) often Burd i [l induslsal
sec o g coitczal mirastraciuee. In e past, Ihe Assisianl Secrelany of
Cefense for Enemgy, Installations and Ervircnment (ASINEISE ) commemurmity
used 1G5 moan even bicadsr soase ¥ represent all types of control systems
(SCALA, LG, UCS, tutlang, vehiche, ransponaton, ok, | Howewe, snce
mast uses af the term 1G5 do not perain 1o iIndustnal sy slems of professes,
Ihe teom Tonbml Svsiemy is Nised heredn dor his genersl caleoaom of BT

Kay Documents and Tools

Dwenview.of EISE PIT Control Sysiems
o Refergnce Archiiecture [ pdf)
AE PIT Conkrol Systems Glossan

PIT S

Syslems

MIST

HIS TSI B00-63 F g0 MEST S0 En0ER
B Memged [docx)

LISACE Eleclionic Secunty Syslems
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DoD Mission Areas and Leads

Figure 1 — DoD Mission Areas and Leads
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C2 = Command & Control

DBC = Defense Business Council

DUSD = Deputy Under Secretary of Defense

ISP&R = Intelligence Strategy, Programs & Resources
IT = Information Technology

JS J6 = Joint Staff J6

C4 = Command, Control, Communications, & Computers
DI2E = Defense Intelligence Information Enterprise

IC = Intelligence Community

ISR = Intelligence, Surveillance, and Reconnaissance
JROC = Joint Requirements Oversight Council




FMR 2016 Section J — SNaP-IT

The CIO SNaP-IT office issued DoD Financial Management Regulation (FMR) Volume 2B, Chapter 18 in June, 2015. This
revised chapter applies to the FY 2017 budget and addresses PIT/FRCS in Section J:

“J. Industrial Control Systems (ICS)/ Platform Information Technology (PIT)/ Supervisory Control and Data Acquisition
(SCADA)

“As stated in NIST Special Publication 800-82, "ICS are typically used in industries such as electric, water and wastewater,
oil and natural gas, transportation, chemical, pharmaceutical, pulp and paper, food and beverage, and discrete
manufacturing (e.g., automotive, aerospace, and durable goods.) SCADA systems are generally used to control dispersed
assets using centralized data acquisition and supervisory control. These control systems are vital to the operation of the
U.S. critical infrastructures that are often highly interconnected and mutually dependent systems." These systems, while
not generally considered a typical Information System, are just as vulnerable to interception, modification, interruption and
fabrication that threaten typical Information Technology Systems. Likewise, the defensive measures taken to protect
ICS/PIT/SCADA systems are similar to the cybersecurity measures currently taken to protect IT systems: Firewalls,
Intrusion Detection Systems, strong passwords, and encryption to name a few. Therefore, the documented planning,
programming and budgeting of the costs of researching, procuring, operating and maintaining these defensive
mechanisms used to protect ICS/PIT/SCADA from these vulnerability exploitations should begin in the FY17 President's
Budget using SNaP-IT. PIT ICS purchased as part of a weapons systems or some other turn-key non-IT solution (i.e., as
part of an HVAC system) would not be reported in the IT/Cyber Budget. In summary, if the turn-key solution is IT then the
ICS/PIT/SCADA systems would be reported within the turn-key investments IT/Cyber budget. If the PIT FRCS is being
purchased on its own or upgraded to address cyber security shortfalls, it would be reported in the IT/cyber budget. Lastly
there is no need register PIT FRCS as a separate IT investment -- it can be a part of a larger investment.”

IMPORTANT: As DoDI 8530.01, Cybersecurity Activities Support to DoD Information Network Operations, the Joint
Information Environment (JIE), and the new Chapter 18 FMR Volume 2B are implemented, many of the IS and FRCS
perimeter and boundary edge protection devices as well as continuous monitoring will be part of the IT/Cyber budget.
Expenditures for new PIT products needed for cybersecurity of existing IT will be reported as part of the IT/Cyber budget.
Software, services, or major applications — which are not part of the Host Based Security System/Assured Compliance
Assessment Solution that are acquired to provide continuous monitoring of PIT — will also be part of the IT/Cyber budget.
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eMASS Home

Office of the Secretary of Defense (OSD)
Enterprize Mission Assurance Support Service

Home - Welcome to eMASS
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Manually input FRCS information



eMASS Step 1a

i *lF 4 RMF KS Portal Industrial Control Systems PIT Master List 10-05-2014 - Microsoft Excel =
Home Insert Page Layout Formulas Data Review View
[ j;z:tp}r ] Calibri il S IF. [=]= = % S5 Wrap Text General - }g |_—;“ﬂ“ im j _:J ; ::t?ﬂ'm % .%? \?}
Pafte F Formatpaier u - = = i=|.4 B Merge 8 Center - | § + % 0 %3 3% Fc(::nmdaﬂ?n?- Fn_:lu_;n;iztfs St;zll | Ins'er‘t De[ete Forrnat & e Eitljtr:r&f ;T:c?v
Clipboard 5 Font v Alignment MNumber P Styles Cells Editing
E21 - y Electronic Security System (ESS), Closed Circuit TV (CCTV) [~
Fs
A B C D >
1 eMASS Step 1a [
z |
s |
4 System Name System Acronym |Version / Release Number System Type eMASS System Description I
5 Component ID-Industrial CofNo ICS Interconneqd Mo ICS Interconnection PIT System (Assess and Authorize) or PIT (Assess Only) |No Interconnection
6 |Component ID-Industrial ConICS Interconnectio|ICS Interconnection PIT System (Assess and Authorize) or PIT (Assess Only) |Interconnection
7 Component ID-Industrial Cor ICS-AA or ICS-AO |Airfield & Pier Systems (APS) PIT System (Assess and Authorize) or PIT (Assess Only) |Airfield Lighting
8 | Component ID-Industrial Cor ICS-AA or ICS5-A0 |Airfield & Pier Systems (APS) PIT System (Assess and Authorize) or PIT (Assess Only) |Ramp Lighting (High Mast)
9 Component ID-Industrial Cor ICS-AA or ICS-AO | Airfield & Pier Systems (APS) PIT System (Assess and Authorize) or PIT (Assess Only) |Runway Ice Detection System (RIDS)
10 |Component ID-Industrial Cor ICS-AA or IC5-A0 |Airfield & Pier Systems (APS) PIT System (Assess and Authorize) or PIT (Assess Only) |Aircraft Arresting Systems (AAS)
11 Component ID-Industrial Con ICS-AA or ICS-AO |Airfield & Pier Systems (APS) PIT System (Assess and Authorize) or PIT (Assess Only) |Bird Scare System
12 |Component ID-Industrial Cor ICS-AA or IC5-A0 |Airfield & Pier Systems (APS) PIT System (Assess and Authorize) or PIT (Assess Only) |Dry Dock
13 Component ID-Industrial ConICS-AA or ICS-AQ  |Environmental Monitoring Control System (EMCS) PIT System (Assess and Authorize) or PIT (Assess Only) |Ambient Air Monitoring System
14 |Component ID-Industrial Cor ICS-AA or IC5-A0 |Environmental Monitoring Control System (EMCS) PIT System (Assess and Authorize) or PIT (Assess Only) |Ambient Noise Monitoring System
15 Component ID-Industrial ConICS-AA or ICS-AQ  |Environmental Monitoring Control System (EMCS) PIT System (Assess and Authorize) or PIT (Assess Only) |Groundwater and Surface Water Monitoring
16 |Component ID-Industrial Cor ICS-AA or IC5-A0 |Environmental Monitoring Control System (EMCS) PIT System (Assess and Authorize) or PIT (Assess Only) |Landfill Leachate Monitoring
17 |Component ID-Industrial Cor ICS-AA or IC5-A0 |Environmental Monitoring Control System (EMCS) PIT System (Assess and Authorize) or PIT (Assess Only) |Pollutant Discharge Effluent Monitoring
18 Component ID-Industrial Con ICS-AA or ICS-AQ |Environmental Monitoring Control System (EMCS) PIT System (Assess and Authorize} or PIT (Assess Only) |Water Contamination Monitoring System
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eMASS Step 2a

DoD has been an active contributor to the NIST SP 800-82 Industrial Control Systems
Security Guide. Appendix G is the ICS Overlay and provides the tailoring and
supplemental guidance to cyber secure ICS. The incorporation of NIST SP 800-82 into
eMASS is in progress but not expected to be available until spring 2015. In the interim, the
excel file NIST SP 800-82 R2 Controls can be used to manually enter data into eMASS for
an ICS PIT.

Although NIST SP 800-82 R 2 defines ICS as Supervisory Control and Data Acquisition
(SCADA) Systems, Distributed Control Systems (DFRCS), and Other Control System
Configurations such as Programmable Logic Controllers (PLC), the security controls can be
used by an organization to address other control systems that are not typically thought
of as “Industrial”. For example, there are many building, transportation, medical, security
and logistics systems that although similar in many respects to traditional ICS, use
different protocols, ports and services and are configured and operate in different modes
than SCADA or DFRCS systems.



eMASS Step 2a C-I-A

g, fonym those ICS PIT that need the full RMF. eMASS Step 2a
2 Preliminary C-I-A
3 Mission Support Mission Essential Mission Critical
4 eMASS System Description C | A I A C | A
5 |Airfield Lighting NA NA NA L L M M M H
6 Runway Ice Detection System NA NA NA L L M M M H
7 | Aircraft Arresting Systems (AAS) NA NA NA L L M M M H
8 DryDock L L M M M H M M H
9 | Ambient Air Monitoring System L L M L i M B L M
10 | Ambient Noise Monitoring System L L M g I M B L M
11 |Groundwater and Surface Water Monitoring L L M L L M L U M
12 |Landfill Leachate Monitoring L L M L 2 M L L M
13 iPoIIutant Discharge Effluent Monitoring B L M L L M B U M
14 |Water Contamination Monitoring System B L M g I M L L M
15 |Water Pollution Discharge Monitoring System L L M L i M B L M
16 |Water Temperature Maonitoring System B L M I ! M B } M
17 |Electronic Security System (ESS), Closed Circuit TV (CCTV) H H H H H H H H H
18 |Electronic Security System (ESS), Pop-Up Barriers L L M M M H M M H
19 | Electronic Security System (ESS), Intrusion Detection (1DS) H H H H H H H H H
20 |Electronic Security System (ESS), Installation Entry Control H H H H H H H H H
M 4 » M| Master ICS List / Sheeti J 1K | Ll
Ready | _ || 100% (=)
e ' : 5 = - 52 =

Manually input FRCS information



eMASS NIST SP 800-82 Controls

1 THIS IS THE MAIN TABLE OF INTEREST THIS TABLE MAY BE USEFUL FOR REFERENCE/DISCUSSION =
TABLE 1: 800-82 BASELINE CONTROLS WITH IMPACT LEVELS DISTRIBUTED TABLE 2: 800-82 CONTROLS ADDED TO 1253 BASELINE
3 D CONSITENT WITH 1253 SECURITY OBJECTIVES o
4 Confidentiality Integrity Availability Confidentiality Integrity Availability
5 LOW MED HIGH Low MED HIGH Low MED HIGH LOW MED HIGH Low MED HIGH Low MED
6 AC-1 X X X X X X X X X CM-7(4) X X
7 AC2 X X X X X X CP-12 X X X X X
g8 |AC-2(1) X X X X 1A-3(4) X X X X
g |AC-2(2) X X X X PE-9(1) X
10 |AC-2(3) X X X X PE-11(2)
11 AC-2(4) X X % % PL-7 X % X X X
12 AC-2(5) X X X SC-41 X X X X X X
13 (AC-2(12) X X SI1-13
14 AC-2(13) X X SI-17 X X X
15 ACP— - T
16 |ac] 1 This sheet shows the resultant control set based on a selection of C-1-A levels. FYI/For interest only... for this C-I-A selection:
17 E 2 |SelectC, I, A impact levels below to see the resultant control set For a CNSSI Baseline that does NOT include controls marked with a "+" (controls ;
18 [ac] 3 188 Total number of controls in CNSSI BASELINE
LA IR -5 For the selected values of C, |, A there are 13 Number of controls added to CNSSI baseline by NIST OVERLAY
5 |Select values forC, I, A: 201 controls resulting from 800-82 Baseline 0 Number of controls removed from the CNSS| baseline by the NIST OV
6 c:| Low For a CNSS! Baseline that DOES include controls marked with a "+" (controls adde
7 1| Low FINAL CONTROL SET (AFTER 354 Total number of controls in CNSSI BASELINE :
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FRCS Overlay adds and deletes to the CNSSI 1253 Baseline



Add/Comment Out Baseline Controls

The remainder of eMASS is completed in a similar manner as IT systems. The
NIST SP 800-82 R2 Controls has several worksheets that cross-walk the NIST SP
800-53 R4 controls with the NIST SP 800-53 R2 controls. The Worksheet labeled
800-82 IMPACT LEVELS provides the controls distributed for C-I-A following the
CNSSI 1253 process and lists the additional controls added to the CNSSI Baseline
specific to ICS. The Worksheet labeled CONTROLS SELECTED BY CIA VALUES has
CIA Drop Down data lists that filters the 800-82 control set and displays the
controls and a summary of the number of controls.

Manually input FRCS information



eMASS Controls Information
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Example of Merged Controls

Merged NIST SP 80053 R4 and NIST SP 80082 R2 Security Controls
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wderstarding hoa the coatrol, paramecer val.es, RUAANIE and enhancemerts imerc ante
confusng The document is an exymple of the cutzut espected 32 3 reswht of completing the GHS Cyber
Security Tool (CSET) Secury Pan er the DD eAASS rogram.
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At the completion of the eMASS
security controls, the Security Plan
can be generated. An example of a
Security Plan with the NIST SP
800-53 R4 and NIST SP 800-82 R2
Merged security control set and
ICS Overlay shows how the
security control, parameter value,
Supplemental Guidance and
Control Enhancements are
combined into a full narrative text.



ESCTP FRCS RMF Tool — Coming Soon!
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ESCTP FRCS RMF Tool

CClI Test Results Form

NIST 800-82
800-82 ICS
Overlay

DoD-

5 level
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00 Exchange

Step 3
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Results
Test Result Export Form
* eMASS format
» Autofill of CCl Test Results to apply ICS Overlay
* Autofill of CClI Test Results for DoD-level policies
* Autofill of CCl Test Results with UFC 4-010-06
supplemental controls to ICS Overlay
* Auto-color to identify remaining User input fields
* Excel formula provided to pull tool data into
eMASS template for import
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Unit 7

Joint Mission Assurance Vulnerability
Benchmarks; Advanced Cyber Industrial
Control System Tactics, Techniques, and

Procedures; Incident Reporting; Wrap Up
Q&A



Infrastructure Vulnerabilities Disrupt Missions

INFRASTRUCTURE VULNERABILITIES DISRUPT
MISSIONS

AR & SPACE SUPERIORITY,
MISSION ISR, RAPID GLOBAL MOBILITY,

Traditional / ’ GLOBAL STRIKE, C2
Cybersecurity N
& Mission ’

Assurance CAP,
Assessments EARLY WARNING, ETC.

AIRCRAFT,
WEAPONS SYSTEMS,
COMM, SATELLITES, ETC.

An adversary could
disrupt, degrade,

or deny a mission FUEL,
by targeting the UTILITIES, HVAC,
foundational ACCESS CONTROL,

ETC.
assets that FACILITIES FORCE ELECTRIC  FUELS FIRE/ MEDICAL WATER  DEPOTS/
underpin the PROTECTION INTRUSION AMMUNITION

system of systems DETECTION
INFRASTRUCTURE

Who to Best Defend Control Systems: IT or OT SMEs?




DoD Mission Assurance Assessment Benchmarks
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DoD Mission Assurance Assessment Benchmarks

Cybersccurity Operations

Number Category Benchmark References Supplemental |
for travel properly configured for an approved Data at Rest (DAR) solution? f
CYBEROPS- Platform IT (PIT)  |PIT and ICS security has appropriate technical, administrative, and DoDI 2000.16, NIST SP 800-18
13 and Industrial procedural measures for criticality and sensitivity level of the systems. Standard 19
Control Systems (Coordinate with Supporting Infrastructure Benchmarks) (ICS is used in the
(ICS) broadest sense to include all control systems such as SCADA, DCS, BAS, CICSI 6510.01F
FAS, PACS, etc.)
o Is the cybersecurity office aware of ICS in use on the installation? DoDI 8500.01
¢ Does the system control critical or mission related utilities?
¢ Does the ICS have connectivity to installation data or telecom networks? DoDI 8510.01
e Have the ICS systems gone through the Security Authorization process

—_— n
(Security Risk Management Framework)? NIST SP 500-82

Has risk as:‘uissmcm- bc‘.:n completed? ‘ . B NIST SP 800-53v4

e Does the ICS organization use Role-Based Access Control to restrict ICS user
privileges to only those that are required to perform their job responsibilities  |~nggr 1253
(i.¢., configuring each role based on the principle of least privilege)?

e Are data flow controls tested to ensure that other systems cannot directly

access devices within the ICS environment?

Are firewalls implemented to enforce security policies?

Does the ICS organization implement a security plan that concentrates on

continuous security improvements and focuses on the life cycle of the

system?

Does the ICS organization implement an effective defense-in-depth strategy?

Does the organization implement policies and procedures governing access to

control centers, field devices, portable devices, media, and other ICS

components?

Does the ICS system have trained administrators?

Are patches to be applied rescarched and tested before implementation?

Are control engineers trained in the aspects of ICS security?

Does the ICS employ current malicious logic protection software??

Are ICS IDSs following published guidance?

Is the ICS asset list reviewed and updated annually?

Are sclected security controls based on the security categorization of the ICS

documented in the security plan?

Does the organization implement and manage a secure ICS/IT interface?

Is access to ICS configuration information and software controlled to ensure

that they are not available to those not requiring access?




DoD Mission Assurance Assessment Benchmarks

Cybersecurity Operations

Number Category Benchmark References Supplemental |

¢ s ICS part of a configuration management program?

¢ The incident response/system recovery plan is essential to continued
availability of the ICS. Does the plan(s) include the following items:

*  Required response 10 events or conditions of varying duration and
scverity that would activate the recovery plan.

® Procedures for operating the ICS in manual mode with all external
electronic connections severed until secure conditions can be
restored.

* Roles and responsibilities of responders.

Processes and procedures for the backup and secure storage of
information.

Complete and up-to-date logical network diagram.

Personnel list for authorized physical and cyber access to the ICS.

e Communication procedure and list of personnel to contact in the case
of an emergency including ICS vendors, network administrators, ICS
support personnel, etc,

e Current configuration information for all components.

e Are RF components encrypted?

¢ Are DoD password policies implemented to identify when they are to be
used, how strong they must be, and how 1o securely use them taking into
account ICS availability?

*  Does the ICS organization implement a consolidated, real time, monitoring of
sensors, logs, IDS, antivirus, patch management, policy management
software, and other security mechanisms?

¢ Is the system manned 24 hours per day 7 days a week?

e Is remote access allowed?

e Are control panels locked and alarmed?

* Are vendor laptops allowed to connect?

Best Practices:

*  Utilize Department of Homeland Security’s online CSET ool 10 assess
PIT/ICS vulnerabilities

CYBEROPS- Remote Access Remote connections will be identified, authenticated, and logged and have DoDI 2000.16,
4 protection mechanisms appropriate for the remote session to the enclave Standard 19
system or network.
+ Docs the organization allow remote access to the information system? DoDI 8500.01
e Are usage restrictions and implementation guidance documented for each
2015 DoD Mission Assurance Assessment Benchmarks
137




ACT TTP for DoD ICS

The scope of the ACI TTP includes all DoD ICS. DoD ICS, which include supervisory control
and data acquisition (SCADA) systems, distributed control systems (DFRCS), and other
control system configurations, such as skid-mounted programmable logic controllers (PLC)
are typical configurations found throughout the DoD. ICS are often used in the DoD to
manage sectors of critical infrastructure such as electricity, water, wastewater, oil and
natural gas, and transportation.

3. How to Use These TTP
This ACI TTP is divided into essentially four

@ sections:

e * ACI TTP Concepts (chapters 2 through 4)
TN S PSRN * Threat-Response Procedures (Detection,
WA MR Mitigation, Recovery) (enclosures A, B, and C)
nivstracontorsystems (e * Routine Monitoring of the Network and
Baselining the Network (enclosures D and E)
* Reference Materials (enclosures F through |

and appendix A through D)

Version 1.0, January 2016




TTP ‘s Apply to IT and OT

The Tactics, Technigues and Procedures can be used by any organization and apply to:

Information Technology (IT) Systems — Business and Home
Operational Technologies (OT) Systems — Any Kind (Utility, Building, Environmental,
Medical, Logistics, Transportation, Weapons, etc.)

The tools that will be used are almost all open source and free to use (premium or business
versions are modestly priced)

At the conclusion of the workshop, you will appreciate your IT and OT networks in a new
way and have situational awareness of normal versus abnormal behavior, know what
actions to take, what contract language to add to SOW'’s, and how to protect sensitive
information as the Internet of Things and the convergence of IT and OT continues to
evolve.

For the foreseeable future, the trend to co-mingle IT and OT data on non-segmented
networks is likely to be the norm; DON’T BE A TREND FOLLOWER, DON’T DO IT!

« Segment and VLAN IT and OT networks; DMZ’s with gateways and/or firewalls
* Separate the OS and OT data ( C: OS and D: OT data), enable BitLocker on OT drive



ACT TTP Concepts

ACI TTP Concepts. The concepts provide background information to assist in
explaining the scope, prerequisites, applicability, and limitations of the components of
this TTP. The concept chapters should be read prior to responding to indication of
malicious cyber activity.

In the 1990s, in order to leverage newly identified efficiencies in ICS, formerly
physically isolated ICS networks were adapted to interface with the Internet. In the
early 2000s, active cyber threats were still in their infancy. However, today the cyber
threat to ICS has grown from an obscure annoyance to one of the most significant
threats to national security (Rogers, 2015).

The threat, coupled with the inherent lack of cyber security and a long-life span for
ICS equipment, has created ideal conditions for a cyber attack causing physical and
tangible repercussions. This has led to a need for tactics, techniques, and procedures
(TTP) relative to the operations of traditional ICS equipment as well as information
technology (IT) components.



Threat-Response Procedures

b. Threat-Response Procedures (Detection, Mitigation, and Recovery).

Detection Procedures (enclosure A) are designed to enable ICS and IT personnel to
identify malicious network activity using official notifications or anomalous
symptoms (not attributed to hardware or software malfunctions). While the TTP
prescribes certain functional areas in terms of ICS or IT, in general each section is
designed for execution by the individuals responsible for the operations of the
equipment, regardless of formal designations. Successful Detection of cyber
anomalies is best achieved when IT and ICS managers remain in close coordination.
The Integrity Checks Table (enclosure A, section A.3, table A.3.1) lists the procedures
to use when identifying malicious cyber activity.



Baselining and Routine Monitoring

Baselining and Routine Monitoring of the Network.

Before the ACI TTP are adopted, ICS and IT managers should establish what a FMC
network is as it pertains to their specific installations and missions. The ACI TTP
defines FMC as a functional recovery point for both the ICS and the SCADA. Once
this is defined, ICS and IT managers should capture the FMC condition of their
network entry points (e.g., firewalls, routers, remote access terminals, wireless access
points, etc.), network topology, network data flow, and machine/device
configurations, then store these in a secure location. This information should be kept
under configuration management and updated every time changes are made to the
network. This information forms the FMC baseline. The FMC baseline is used to
determine normal operational conditions versus anomalous conditions of the ICS.



Reference Materials

Reference Materials.

To further enhance the ACI TTP as a tool, operators are encouraged to refer to
additional resources provided by the Industrial Control Systems Cyber Emergency
Response Team (ICS-CERT) and the National Institute of Standards and Technology
(NIST) Special Publication (SP) 800 Computer Security series (see Appendix D:
References).



Detection, Mitigation, Recovery Overview

Navigating Detection, Mitigation, and Recovery Procedures

Detection, Mitigation, and Recovery Procedures are contained within enclosures A
through C. While Detection Procedures lead to Mitigation Procedures, and Mitigation
Procedures lead to Recovery Procedures, each enclosure can also be executed as a
stand-alone resource as well as be incorporated into local procedures. The following
is an overview for navigating the Detection, Mitigation, and Recovery portions of the
TTP.



Detection, Mitigation, Recovery Overview

(Outside of TTP)
Specific :
Directions

......................................................................................

Routine
Monitoring :

Mitigation - N |SSM Mitigation

Guidance

Detection

(Enclosure A)

Mitigation Plan
Mitigation

(Enclosure B) ISSM Recovery

Guidance

.
>

........................................................................................
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Recovery
(Enclosure C) Reintegration

CPT Assistance



E.2. FMC Baseline Overview

E.2. FMC Baseline Overview

a. Before the ACI TTP can be executed, operators should have several system
characteristics documented. This documentation forms the system’s current FMC
baseline. Documenting the FMC baseline does not imply the system may not already
have an adversary present. In fact, many systems might have an adversary present. If
an adversary is present, and that adversary is lying in wait, if the adversary moves
laterally or attempts to communicate or otherwise initiate an exploit (and eventually
the adversary will), the ACI TTP is designed to Detect that type of movement by
comparing system characteristics to its baseline.

b. This section provides specific details for developing the FMC baseline of an ICS. The
FMC Baseline establishes normal ICS behavior. During Routine Monitoring and the
Detection Phase of the ACI TTP, normal behaviors are compared to observed
behaviors. If observed behaviors deviate from normal behaviors, these are either by
design (approved and intentional) or anomalous (unapproved, unintentional, not
communicated, or nefarious).



E.3. FMC Baseline Procedures

E.3. FMC Baseline Procedures

The procedures for establishing an FMC Baseline involve the following:
(1) Produce ICS Topology Diagram

(2) Document network traffic entering and exiting the ICS in Enclave Entry Point Chart
on page E-4

(3) Document server/workstation user accounts; normal tasks and processes;
connecting devices with ports, protocols, and services

(4) Document normal network traffic

Tools: Belarc, Glasswire, GrassMarlin, CSET



E.4. FMC Baseline Instructions

E.4. FMC Baseline Instructions

The ICS Topology Diagram describes which devices are located at which locations
and how they connect. Generating an ICS Topology Diagram is accomplished using
automated tools specifically designed for ICS in conjunction with manual “walk
through” or simply using a manual “walk through” and inventory information or
schematics if automated tools are not available.

a. Capture Assets
If you are using a network scanner, such as NMap (using SCADA script) or Nessus
(with SCADA Plugin) or another tool that can provide an enumeration of live hosts

on SCADA, scan your network to identify live assets.

(1) Most scanning tools do not capture the location of devices that are not active.
These devices are located when validating the active device list.

(2) If a scanning tool is not available, use existing ICS documentation (inventory lists
and schematics) to capture a list of assets deployed in the ICS.



E.4. FMC Baseline Instructions (cont)

b. Validate Active Hosts

(1) Validate active hosts and locate inactive assets by walking through the ICS
installation, documenting the assets located and how they are connected.

a. Create an ICS Topology Diagram, which includes the assets you located, the
connections, IP addresses, and location of the asset using the tools made
available by your command. Figure E-1 shows an example of an ICS Topology
Diagram.

b. Store the ICS Topology Diagram in the binder entitled FMC Baseline Documents.

c. NOTE: For your site, ensure your diagram includes IP addresses, make and
model of device, and operating system



E.5. FMC Baseline Creation: Enclave

E.5. FMC Baseline Creation: ICS Enclave Entry Points
What you will need:

1. ICS Topology.
2. FMC Baseline Documents binder
3. Vendor documentation or Help web pages for devices being listed in the table.

a. From the next page, extract Table E-1: ICS Enclave Entry Points (make as many copies
as needed). Insert this table (and copies) into FMC Baseline Documents binder.

b. Use the ICS topology to identify all devices that provide entry to the ICS enclave
from external networks. This can be a router or firewall connecting the command’s
enterprise, virtual private network (VPN) connections (possibly connecting to an
engineering workstation), wireless connections, and any asset vendors use to connect
from corporate locations to the ICS.

Almost every FRCS has vendor support and the SLA requires the vendor to have access
to the FRCS, vast majority use http
* Allow remote access only during specified maintenance windows; RDP, VPN or https



F.1. Jump-Kit Introduction

F.1. Jump-Kit Introduction

a. Description. A Recovery Jump-Kit contains the tools the ICS team and IT team will
need to restore a system to its last FMC state during Mitigation and Recovery.
Knowing what the Recovery point should be is the key to ensuring all known
remnants of an attack have been removed from all components of the ICS. This
means all hardware and software are configured in accordance with operational
requirements, and checksums and hashes are in conformance with vendor
specifications.

b. Key Components

(1) Routine Monitoring

(2) Inspection

(3) Identification of adversarial presence
(4) Documentation

(5) Notifications

c. Prerequisites. FMC baseline



F.2. Jump-Kit Contents

F.2. Jump-Kit Contents
a. Overview

(1) The Jump-Kit is a critical tool for the Recovery phase. In addition to containing
the operating software for all devices, it also contains the software hashes of the
devices on the network and the firmware and software updates for all system
devices.

(2) During Recovery, the Jump-Kit will be utilized to reimage the firmware/software
operating on the affected device. Care shall be used when the Jump-Kit machine is
used for the reinstallation/reimaging potentially infected devices. The malware
residing on the device, which is being reimaged, could manifest itself onto the Jump-
Kit machine, which could then re-infect other system devices when reconnected.



F.2. Jump-Kit Contents

(3) Due to this potential back door access for malware, ensure that the Jump-Kit
machine is connected only to network devices that are completely isolated from the
network. Additionally, the Jump-Kit should be write-protected and/or operating in a
virtual environment. Virus scans are performed after connection to each device.

(4) The ICS Jump-Kit and the IT Jump-Kit can be combined or be separate depending
on the environment and system architecture. In general, a Recovery Jump-Kit should
include the following:

Jump-Kit Contents: Documentation

* Incident Notifications List: document contact information for command’s
Information Assurance Manager

* Document stakeholders who could be affected by a Cyber attack on ICS

* Establish notification procedures with chain of command



F.2. Jump-Kit Contents: Tools

Jump-Kit Contents: Tools

* Universal serial bus (USB) drives, bootable USB (or LiveCD) with up-to-date
antimalware, and other software tools that can read and/or write to file system
(Example: Bart’s PE disk)

* Laptop with anti-malware utilities and Internet access (for downloads)

* Computer and network tool kit to add/remove components, hard drives,
connectors, wire cables, etc.

* Hard disk duplicators with write-block capabilities to capture hard drive images



F.2. Jump-Kit Contents: Config Files

Jump-Kit Contents: Configuration Files

* Firewall access control lists
e Firewall hard disk image
e |IDSrules
* IDS image
o Back up of firewall, router, and switch 10S
e Backup of PLC configurations and firmware
* Backup RTU software, database, and configurations
* Back up of all other computer assets to include HMI, Historian, and Database
* Network map of all expected connections to the ICS



F.3. Jump-Kit Maintenance F.4. Rescue CD

F.3. Jump-Kit Maintenance

The Jump-Kits must be maintained and be a part of configuration management.
When configuration files or new versions of operating systems or applications are
updated, the Jump-Kits need to be updated as well.

F.4. Jump-Kit Rescue CD

The Rescue CD is a bootable CD with tools, rootkit detection, master boot record
check, and other capabilities



ESTCP Cybersecurity Guidance with the TTP’s

2.3 TEST AND DEVELOPMENT ENVIRONMENT

For new or major modernization projects, the Systems Integrator will establish a Test and Development
Environment (TDE) that replicates the Production Environment to the highest degree possible starting
with the Level 4 Workstations, Servers, software and with at least one of each of the Level 3-0 major
components, devices, and actuators. At approximately the 50-75% construction complete, the TDE will
be used to perform Factory Acceptance Testing (FAT) of the project to ensure the project has end-to-
end functionality, has been properly configured using the Security Content Automation Protocol (SCAP)
tool and the Security Technical Implementation Guides (STIGS), all patches (OS and CS) are installed and
properly configured, and begin creating the artifacts for the draft System Security Plan.

At approximately 95-100% construction complete, the TDE will be used to conduct Site Acceptance
Testing of the complete CS, and#Tequired, Penetration testing. The SAT artifacts will be included in the
final System Security Plan, FM and Jump-Kit (if required).

The ESTCP Project Team/System Integrator witttransfer the TDE to the ESTCP PM for inclusion into the

Platform Enclave FRCS Operations Center.

TTP Jump-Kit Rescue CD



ESTCP Cybersecurity Guidance with the TTP’s

Documents/Models/Tools:

e Kali Linux
e SamuraiSTFU

corrected before solution
is deployed on network.

corrected before solution
is deployed on network.

. . . . . Typical
Activity / Lead New Project Renovation Project YP .
Duration
Conduct testing on initial Test FRCS solution in a Test FRCS solutionina
build test and development test.and development
Lead: construction/system | €nvironment to ensure environment to ensure
integrator system errors are found, | System errors are found, . iR

Construction - conduct pilot
implementation deployment

Lead: construction/system
integrator

Documents/Models/Tools:
e Kali Linux
e SamuraiSTFU
e OIT IT Repository

e Penetration Testing

Sc cklist (if
required)

e Jump-Kit Rescue CD

Pilot implementation of
FRCS solution on a small
subset of user base to
evaluate solution against
real-world requirements.
Conduct site acceptance
testing, and if required
final penetration testing,
and create final approval
package.

Conduct site acceptance
testing, and if required
final penetration testing,
and create final approval
package.

Varies with size
of deployment
(number of
facilities and
interconnectio
ns)

Design and Construction Sequence TTP Jump-Kit Rescue CD




ENCLOSURE A: DETECTION PROCEDURES

Notification
A.2.1 Notifications

EMCLOSURE A: DETECTION PROCEDURES
L3 B="H A ERTELA LG
| 1.1 Bunrri Dingrastzs Tachs.

T Server/Workstation Anomalies

N A.2. Event Diagnostic Procedures

‘ bl A.2.2 Server/Workstation: Log File Check: Unusual

s [ e Account Usage/Activity

CERRTERmE ., A.2.3 Server/Workstation: Irregular Process Found

TSR el A.2.4 Server/Workstation: Suspicious
Software/Configurations

g A.2.5 Server/Workstation: Irregular Audit Log Entry (Or

Missing Audit Log)
A.2.6 Server/Workstation: Unusual System Behavior

A.2.7 Server/Workstation: Asset Is Scanning Other
Network Assets

A.2.8 Server/Workstation: Unexpected Behavior:
HMI, OPC, and Control Server




DETECTION PROCEDURES SERVER EXAMPLE 1

A.1.1 Event Diagnostics Table

Other Metwork
Azsets

{OLE) for process contral (OPC), or perpheral devices have
known communication paths identified in the FMC data flow
baseline. When an asset is communicating outside the bounds

of the data flow baseline.

Section | Event Deszcription
A2A Motiflcations Cyber event notifications are issued by a variely of entities, AR
including USCYBERCOM, ICS-CERT, ar the command
|- - | directives.
Server/Workstation Anomalies
A22 Log File Chaak: Arwy host server or warkstation, including SCADA equipment, A
Unusual Account | Anomalous entries can include:
LisagelActivity 1. Unauthorzed user logging in.
2, Rapid andior continuous log-insdlog-outs,
ks i mal working hours,
/ 4, Mumerous failed log-in atternpts.
1 5. User accounts attempting to escalate account privileges. S~
] Irregular Process On any computer-based server, workstation(s), including AT
Found BCADA eguipment, an imegular process was found.
A4 Suspicious Suspicious software andior configurations were Detected on & A-B
Software/ server or workstation.
Configurations
A25 Irreqular Audit Log | Applies 1o any computer-basead host, including SCADA A9
Entry {or Missing aquipment, which gaenarates an audit log. Irregular audit log
\ Audit Log) antry may imolve the fllowing entries: log is empty, data or time
is out of sequence, date or time is missing from an eniry,
unusual access logged, security event logged. or i
AZ2E Unusual System ny = ; i y A-10
Behavior 1. Spontaneous reboots or screen saver change.
2. Unusually slow perfarmance or usually active central
processing unit (CPU.
3. CPU cycles up and cycles down for no apparent reason.
4, Intermittent Inss of mouse or keyboarnd,
5. Configuration files changed without user or system
administrator action in operating system.
G. Configuration changes to software made without usear or
systern administrator action,
7. Systam unrasponsiva.
A2T Asset is Scanning | Human-machine interfaces (HMI), cbject linking and embedding | A-12
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A.2.3 Server/Workstation: Irregular Process Found

» Functional Area: IT or ICS
Description: On any computer-based server, workstation, including SCADA equipment, an

irregular proce ot
N

1. DETERMINE if the new process belongs to an authorized installation;
a. New software was installed on to the system?
Investigation b. Was maintenance performed on the system, and if the new process was
installed during that maintenance?
¢. Is the new process a result of a patch update?

2. If the new process athonzed installation:
MNo Axgtian a. DOCUMENT the Severity Level as None (0) in the Security Log.
Required b. CONTINUE with the next diagnostic procedure. If all applicable

Wﬁne Monitoring.

i
3. If the new process does not balong to an authorized installalins
a. DOCUMENT in Security Log.
b. GO TO Section A.3, A.3.1 Integrity Checks Table. (See recommende

d checks below.) LOCATE the integrity check associated with server or N
workstation you are investigating and EXECUTE the Integrity checks.
Recommended Checks:
If Action A.3.2.1 Server/Workstation Process Check
Required A_3.2 2 ServerWorkstation Log Review
A3.2 4 ServerfWorkstation Communications Check
A.3.2.16 Peripherals Integrity Check
A_3.2.9 Controller Integrity Check A
N A 3.2.13 ServerWorkstation Rootkit Check
4. Once you have completed all appropriate Integrity Checks, GO TO s
A.2.29 Action Step.
e e

— ————
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321

* Who should do this check:

The organization or individual responsible for the server or workstation
» What is neaded for this check:
1. FMC data flow chart
2. FMC baselina topalogy
3. FMC baseline authorized process and tasks
4. FMC baseline software list
5. FMC basalina systern infarmation

I AN L [ e
1. If the mechine is responsive, EXECUTE steps a and b below, Once completed, RETURN to
this section, and resume with Step 2.
a. Saction: A.3.2 2 ServerWorkstation Log Raview.
b. Saclion: A.3.2.3 Unautharized User Account Activily.
If the machine is not responsive, GO TO Section A.3.2.5 Server/Workstation Unresponsive
Check.

2. | If Procedure 2.3 0o not resull |WUE to

Process Check: LAUNCH Sysinternaks:
CHECK for processas that do not appear legitimate. This can include (but i not limitad ta)
processes that:

a, Hava no icon ar name.

b, Hawve no descriptive or company name.

c. Are unsigned Microsoft images.

d. Reside in tha Windows directory.

e Include strange uniform resource locators (LRLs) in their stings.

f. Communicating with unknown [P address (use FMC data flow diagram to compare).
\ g, Host suspicious dynamic link library (DLL) or services (hiding as a DLL instead of a

process). /
M'p&dﬁﬂd' processas which ara highlighted in purple.
L ———

4. If an anomalous proceg: 0
8. DOCUMENT details of the event in Security Log.
b. CONTACT system administralor respansible for the machine or tha command 1SSM.
{1) REPORT suspicious process.
{£) REQUEST assistance in determining if the process is malicious (process may be
undocumented bt normal).
{3) If the process is nol malicious, DOCUMENT in Secunty Log, and EXECUTE
A2 4 ServerMarkstation Communications Chack.
{4) if the process is malicious, DOCUMENT the Severity Level of High (3) in the
Security log.
| _c GO TO section A.2.29 Action Step.
5. If an ancmalous process was nal found.
a. DOCUMENT the Severity Level as None (0).

b. RETURN fa the previous diagnosiic procadure and confinue with Recommended
Chechs.
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ENCLOSURE G: FORENSICS

ENCLOSURE G: DATA COLLECTION FOR FORENSICS

G.1. Data Collection for Forensics Introduction

a. Description. Data collection for forensics involves the acquisition of volatile and
nonvolatile data from a host, a network device, and ICS field controllers. Memory
acquisition involves copying the contents for volatile memory to transportable, non-
volatile storage. Data acquisition is copying non-volatile data stored on any form of
media to transportable, non-volatile storage. A digital investigator seeks to preserve the
state of the digital environment in a manner that allows the investigator to reach
reliable inferences through analysis. (Ligh, 2014)

b. Key Components

(1) Volatile memory
(2) Non-volatile data
(3) Collection

(4) Documentation
(5) Notifications

c. Prerequisites
(1) Administrative tools for acquisition
(2) Storage devices to capture and transport evidence



G.3. Data Collection Tools

G.3. Data Collection Tools

* Mandiant Redline

* Mandiant Memoryze

* Microsoft Sysinternals

* Microsoft Windows system utilities
e Linux system utilities

* Glasswire

* OSForensics

* RegRipper

* Belarc
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1.2. Cyber Severity Levels Overview

While ICS/SCADA can be attacked in a variety of ways, there are a number of steps that
are common, or at least present in most attacks. Each of these steps could yield some
behavioral change in the system that could be detected by an operator. However, not all
Detections require a Mitigation action. Mitigation is a disruptive process, which could
degrade the operational capabilities. Given those circumstances, a more graduated
approach to Detection/Mitigation allows IT and ICS managers to take steps to assess the
cyber event to determine what level of response is required and react proportionately.
Table I-1 provides the incident level severity rating approach used in the ACI TTP.

SE‘;‘;L'I‘V ACI TTP Definition CJCSM 6510.01B Definition
Has the potential to result in a The potential impact is high if the loss of confidentiality,
Level 3 | demonstrable impact to the integrity, or availability could be expected to have a severe
High commander’s mission priority, safety, or or catastrophic adverse effect on organizational operations,
essential operations. organizational assets, or individuals.
hiswhave fhe belsniaits mdennine s The potential impact is moderate if the loss of
Level 2 conzman e Ewission o et o confidentiality, integrity, or availability could be expected to
Medium ! . P Y, Y, have a serious adverse effect on organizational operations,
essential operations. g o
organizational assets, or individuals.
Uil noteriialts fback e The potential impact is low if the loss of confidentiality,
Level 1 i T )b pac, integrity, or availability could be expected to have a limited
L commander’'s mission priority, safety, or e : A
ow sssalitial betisie adverse effect on organizational operations, organizational
P ‘ assets, or individuals.
Level 0 | Unsubstantiated or inconsequential )
; Not applicable.
Baseline | event.

Table I-1: Incident Severity Levels
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1.4. Precedence and Category Levels

The ACI TTP provides that additional guidance to ICS operators for the handling of
cyber events during active hostilities or emergencies. However, to ensure consistent
reporting and integration with the cyber incident/event chain of command, the ACI
TTP will characterize cyber incidences/events using the CJFRCSM 6510.01B
Precedence and Category Levels Table (table I-2). This table represents the
precedence and category levels located throughout the ACI TTP. The table is
provided for informational purposes, as the ACI TTP characterizes cyber incidents

and events within the reporting schemas.

Precedence | Category Description
0 0 Training and Exercises
1 1 Root-Level Intrusions (Incident)
2 2 User-Level Intrusion (Incident)
3 4 Denial of Service (Incident)
4 7 Malicious Logic (Incident)
5 3 Unsuccessful Activity Attempt (Event)
6 5 Non-compliance Activity (Event)
7 6 Reconnaissance (Event)
8 8 Investigating (Event)
9 9 Explained Anomaly (Event)

Table 1-2: Precedence and Category Levels Table (CJCSM 6510.01B)
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1.5. Malicious Actions Table

The Malicious Actions Table (table I-3) provides actions and the resulting Severity
Level.

Severity

Action Description Category Level

Anomalous patterns of communications that
Malicious appear to be transmitted for the purpose of
Reconnaissance | gathering technical information related to a
cybersecurity threat or security vulnerability
A method of causing a user with legitimate
access to an information system, or information
Phishing Attack That IS st.ored on, processeq by, or transiting an
information system, to unwittingly enable the
defeat of a security control or exploitation of a
security vulnerability
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. o Severity
Action Description Category Level
Wl Method for unauthorized remote identification of,
access to, or use of, an information system or
Command and ) : : 7 3
Pantrat mforr_natlon that IS stqred on, processed by, or
transiting an information system
Exfiltration Information is leaked and used by an attacker
Defeating a Compromising a physical or logical system 7 3
Security Control | security control
Esclaa i Al Something that takes advantage of a bug or
VuIIDnerabilit vulnerability in order to cause unintended or 7 3
y unanticipated behavior
xz;s;se:tstg:rl\pt Unsuccessful logon attempts 3 2
Degradation Performance impact; means that performance 7 3
can be measured before or after event
Daiilal of Asset, system, or process unavailable for a T,
: period of time. A DOS within an ICS network is 4
Service (DOS) : External-2
more serious than an external DOS attack
Ssdification Data, fl'le syste_m, sqftware, and/or_packetg were 5 3
altered; set points either at rest or in transit
Iniecti Introduce suspect or malicious information into a
njection 1 3
system
Unsuiheiizsd Resources used for attackers own purposes;
also, resources inappropriately used by a person 2 3

Use

in a position of trust

Table |-3: Malicious Actions Table




Coordination of Cyber Incident Management

Coordinating Agency

Coordination of Cyber Incident Management

DHS—responsible for coordinating incident management activities across the breadth of the incident and across all partners

Coordinating Center
NCCIC

sector related to situational awareness, vulnerabilities, intrusions, incidents, and mitigation activities

Support to External Stakeholders

NCCIC—provides multi-directional information sharing across all partners.

the point of integration for all information from Federal departments and agencies, State, Local, Tribal, and Territorial Governments, and the private

Homeland Security

® DHS—works with all partners to
establish and maintain
Nationally-integrated
cybersecurnty and commumications
situational awareness
DHS—serves as the National
focal point for Cyber Incident
management and coordination
during cyber-specific incidents

Coordinating Centers
* NCCIC
US-CERT
NCC
ICS-CERT
* NOC
NICC
NRCC
Associated D/As
e (Cabinet departments
* |ndependent agencies and
gUVl.‘HIHlL‘IIl corporations

Support to External

Stakeholders

= State, Local, Tribal, and
Territorial—Upon request,
coordinate and assist with
incident response
Private Sector——coordinate on
the collection, analysis, and
sharing of such data in
real-time, to help prioritize
actions and resource allocation

Intelligence

IC—provides attack sensing
and warming capabilities to
charactenze the cyber threat
and attnbution of attacks and
forestall future incidents

Coordinating Centers

e |C-IRC

e NTOC

e NCIJTF

Associated D/As

* (Cabinet departments

e [Independent agencies and
government corporations

Support to External

Stakeholders

= State, Local, Tribal, and
Territorial and Private
Sector—share appropriate
classified intelligence with
cleared CIKR crisis
management and threat
intelhigence groups at the
lowest classification possible to
allow the provision of sector
impact assessments and
response coordination

Defense
DOD—establishes and

maintains shared situational
awareness and directs the
operatuon and defense of the
mil network

DOD—works with partners to
gan attnbution of the cyber
threat, offer mitigation
techniques, and take action to
deter or defend against cyber
attacks which pose an imminent
threat to national securnity
National Guard Bureau
communicates and coordinates
the synchronization of NG forces
(to include but not limited to
cyberspace, communications,
and signals organizations) in
response to cyber incidents

Coordinating Centers

e JTF-GNO/CYBERCOM

e NTOC

e DC3

Associated D/As

e (Cabinet departments

* Independent agencies and
guvurnmunt (:l)rp()mmms

Support to External

Stakeholders

= State, Local, Tribal, and
Territorial—DOD coordinates
DSCA when requested

Law Enforcement

DOJ—maintains and shares
situational awareness about
aw enforcement activities
AG-—lead for criminal
investuigauons
DOJ—leads the national effort
to investigate and prosecute
cybercnme

Coordinating Centers

e NCIJTF

e DC3

Associated D/As

e FBI

e USSS

Support to External

Stakeholders

= State, Local, Tribal,
and Territorial
DOJ/FBI/NCIJTF coordinates
with law enforcement
Private Sector
FBI coordinates with InfraGard
efforts and works with the
private sector regarding the
investigation and prosecution
of cybercrime




Conceptual Information Sharing

Classified and Unclassified Reports and Data

Community Emergency
Ops Center

DHS National

Cybersecurity & S~ < _ ->
Communication Exists
Integration Center <—=>

Probably Exists

Commercial FRCS

Ops Center
Yet to Exist

For IT Systems, FRCS In Progress

Cyberattack _e®
LN R L A

A
|
1
|
1
|
1
|
1
|
1
|
1
|
1
|

\I/

Installation NSOC/BOC/ROC Building Ops Center (Owned or Lease Space)



US-CERT Incident Reporting System
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US-CERT Incident Reporting System
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US-CERT Incident Reporting System

Aitribute Category Attribute Definitions

Location of Observed Activity: LEVEL 1 — BUSINESS DEMILITERIZED ZONE — Activity was observed in
Where the observed activity was the business network’s demilitarized zone (DMZ)
detected in the network,

LEVEL 2 — BUSINESS NETWORK — Activity was observed in the business or
corporate network of the victim. Thase systems would be corporate user
workstations, application servers, and other non-core management systems.,

LEVEL 3 — BUSINESS NETWORK MANAGEMENT — Aclivily was observed
in business network management systems such as administralive user
warkstations, aclive directory servers, or other trust stores.

LEVEL 4 — CRITICAL SYSTEM DMZ — Activity was observed in the DMZ that
exists between the business network and a criical system network, These
systems may be internally facing services such as SharePoint sites, financial

systems, or relay “jump” : Ems.

LE — CRITICAL SYSTEM MANAGEMENT — Activity was obse in
fah-level critical systems management such as human-machine interfac

(HMis) in industrial control systems.

LEVEL & — CRITICAL SYSTEMS - Activity was observed in the eritical
systems that operate critical processes, such as programmable logic
controllers in industrial control system environments.

LEVEL 7 — SAFETY SYSTEMS — Activity was observed in critical safety

tems that ensure the safe operation of an environment. One example
criti afaty system is a fire suppression system.
UNKNOWMN — Activity was ot . Tk segment could not be

identified.

https://www.us-cert.gov/incident-notification-guidelines



US-CERT Incident Reporting System
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SANS Interfacing with Law Enforcement

Table of Contents

Should information security policies include incident-handling procedures for computer crimes?

Are computer forensic evidence handling and analysis procedures helpful to business and law enforcement?
Are there standardized guidelines or procedures for reporting an incident to law enforcement? If not, what
information will | need to have ready to report?

What type of access to evidence and key personal should | expect upon the involvement of Law Enforcement?
Will law enforcement obstruct my business if | call them?

How does law enforcement deal with the investigation of an active computer intrusion on a live network?

How do | maintain the proper chain of custody of my electronic evidence?

What is admissible evidence in court?

What are the federal, state, and local law enforcement agencies that | may contact?

Should | report a computer crime to law enforcement, and if so, at what stage of an investigation?

What guidelines should be provided to employees in case they are personally contacted by law enforcement as
part of an incident investigation?

If confidential business information is involved in the incident, will law enforcement take any efforts to preserve its
confidentiality during the investigation? During any subsequent prosecution?

How do | identify and preserve the crime scene or crime scenes in computer crime incidents?

How long do | need to retain evidence?

http://www.sans.org/score/faq/law_enf_faq/



InfraGard
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DHS Cyber Forensics Plans

Recommended Practice:

Creating Cyber Forensics Plans for Control Systams

Control Systems Security Program
National Cyber Security Division

The legacy nature and somewhat diverse or
disparate component aspects of

control systems environments can often
prohibit the smooth translation of

modern forensics analysis into the control
systems domain. Compounded by a

wide variety of proprietary technologies and
protocols, as well as critical system
technologies with no capability to store
significant amounts of event information,
the task of creating a ubiquitous and unified
strategy for technical cyber forensics

on a control systems device or computing
resource is far from trivial.



DHS Control Systems Forensics
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Frgure 1. Control systems forensics domaim and CSSP reference architecture ®

Modern / Common Effective Audit/ Forensics Reference Materials
Technolagy . Logging . Compliant . Available

Engineering Workstations, ]

Databases Yes Most Likely Yes Most Likely Yes

Most Likely Yes Most Likely Yes

Field Devices Possibly Yes N
(PLC, RTU., IED) Most Likely No 2




DHS Control Systems Forensics Framework

The basic framework for any investigation, as it pertains to the identification
and collection of digital evidence (whether it is in the control systems
environment or not) will have several core components or elements that must
be adhered to by any investigator. To ensure the investigator has a concise and
effective framework for executing a forensics program in a control systems
environment, the following traditional forensics elements will be examined and
the uniqueness of a control systems environment and the impacts on these
elements will be discussed. These elements are:

e Reference clock system

e Activity logs and transaction logs

e Other sources of data

e General system failures

¢ Real time forensics

e Device integrity monitoring

e Enhanced all-source logging and auditing



DHS Control Systems Forensics Artifacts

Artifact

Process Commencement
& Initialization

Resident Memory Usage

Alarms fﬂnauth.ur}zgéjﬁﬂemp!s,
Unauthorized File Access)

System Halt/'System Shutdown/
System Reboot

Process & Resource Utilization

CPU Activity

Overall Disk Potential
& Capacity Usage

Information Provided

Information about program specific times & users;
can be used o ascertain process aclivily initialed by
unauthorized users

Often done only in real lime, memory usage can provide
insight into rogue programs and other malicious activity

History of login altempis, file access, state changes.
Can be used in tandem with error log file analysis

Provides iniormation regarding process termination,
shutdown, interruption, & who initisted activity

Often can disclose activity associaled with attacker access
to bootup/shutdown files

Provides information as to what processes are running &
the affiliated resources to run that process. Can provide
msight info unauthorized applications or concurrent attack

veclors

Provides CPU activity. Can be mapped (using timer/clock)

lo specilic aclvilies

Direct review can provide insight into malicious code or
activity in specific disk sectors. Information can also be
provided on how the disk was used




DHS Control Systems Response Activity
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Deleclion
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E Documentation

Response inltlaton

Incider

Classification s

Escalation P P

Emergency _ p
Action

P

Incident Response | Forensics Collection

Mobilization 5 P P

Investigation =] s -]

Contalinment ] 5 P

Incident Recovery! Forensics Analysis

Recovery

Flanning 8 8 P

Restoration o] 5 P

System Upgrads 5 5 P

Inclaemt Closure/ Forensics Heponing

Summary Repart 5 5 ]
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QUESTIONS

Michael Chipley

President, The PMC Group LLC
Cell: 571-232-3890

E-mail: mchipley@pmcgroup.biz




