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0800-0900
0900-1000
1015-1100

1100-1200

1200-1300
1300-1330

1330-1430

1430-1445
1445-1545

Workshop Overview

Unit 1 Overview of DoDI 8500/8510/8530 RMF and PIT FRCS, NIST Standards &
Drivers, FRFRCS Protocols,

Unit 2 Hacker Methodology, Attacking and Defending, 1000-1015 Break
Unit 3 Footprinting FRCS using Whois, Google Hacking, Google Earth, Google
Earth, BING, Shodan, Kali Linux, Control Things I/0, NMAP, GrassMarlin,
Wireshark

Unit 4 UFC 4-010-06 Cybersecurity Of Facility-Related Control Systems, FRCS
Reference Architecture, Platform Enclave, FRCS IA Contract Language for SME’s,
Test and Development Environment, FAT/SAT Checklist, Penetration Testing
Checklist, Design/Construction Sequence TableHardening FRCS using Software
Content Automation Program and Security Technical Implementation Guides
Lunch

Unit 5 Using CSET: SAL, Network Arch Diagram, Inventory, Templates, Security
Controls Evaluation, Reports, Data Aggregation & Trending, System Security Plan
Unit 6 RMF KS Control Systems Webpage and eMASS demonstration, FRCS
Master List and C-I-A, Using the Interim Excel files for uploading into eMASS
Break

Unit 7 Joint Mission Assurance Vulnerability Benchmarks; Advanced Cyber
Industrial Control System Tactics, Techniques, and Procedures; Forensics,
Incident Reporting; Wrap Up Q&A



Unit 1
Overview of DoDI 8500/8510 RMF and PIT

Control Systems, NIST Standards &
Drivers, ICS Protocols



In the Beginning — Smart Installations

INSTALLATION
Control Domain

=it

Utilities

Renewable / Local
Energy Sources

|
2y

: Building
Consumption =>
<o it <= Control
ICS AMI BAS
Building
Consumption
by | Control

ICS AMI BAS

SMART INSTALLATION

Business Domain

-

Financial

®

_ Campus-Wide Control / Center

Building

Consumption
Conirol

b3

ICS AMI BAS

Y 1y

Project Data

Financial Data

:Enlerprise Installation
Energy
Management
(EIEM)

LA
SOA or Replication ﬁ ﬁ
»
Broadband
ST Enterprise Energy Alpha

Data Warehouse
(DISA?)

v

Scope of information
requirements for EIEM

Provides information for
analysis, reporting and
benchmarking

ICS - Industrial Control System AMI - Automated Metering Infrastructure
BAS - Building Automation System CMMS - Computerzed Maintenance
Management System (e.g., Maximo) SOA - Service Onented Architecture
EMCS - Energy Monitoring and Control System

A great idea rudely interrupted by reality...CIO AMI ATO denial,... Stuxnet attack

on Iranian Centrifuges, Flame, Duqu, Shamoon....




OT IP Based Controllers Are in Everything

UNCLASSIFIED

Buildings Weapon Platforms Tactical

Electrical and HVAC

Same Commercial Device Installed Across DoD Enterprise; PIT & PIT Systems



Broader DoD Cybersecurity Efforts 2012-2017

DoDI 8500 DoDI 8140 DoDI 8530
EEIM / AMI Cybersecurity Workforce Network

TWG; DoDI 8510 ' DoDI 8531
MILDEP ICS Risk Mgt Vulnerability
Inventories; Framework I

Network C&A I&E ICS
Memo 1

CYBERCOM
orieit JBASICS TTPs
Cybersecuring Facility Control Systems UFC

SPIDERS Phases 1, 2, 3
CSET 4.0,5.1,6.0,6.2,7.0,7.1, 8.0

CYBERGUARD
14-1 Exercise

RMF KS EI&E Control System webpage

FFC Workshops

I&E ICS Memo
2

JTANICS Installation

CDR’s Handbook




NDAA 2017

DoD facilities transitioning to smart buildings; increased connectivity has increased threat and
vulnerability to cyber-attacks, particularly in ways existing DoD regulations were not designed to
consider. Therefore, SECDEF deliver a report:

(1) Structural risks inherent in control systems and networks, and potential consequences associated
with compromise through a cyber event;

(2) Assesses the current vulnerabilities to cyber attack initiated through Control Systems (FRCS) at
DoD installations worldwide, determining risk mitigation actions for current and future
implementation;

(3) Propose a common, DoD-wide implementation plan to upgrade & improve security of FRCS and
networks to mitigate identified risks;

(4) Assesses DoD construction directives, regulations, and instructions; require the consideration of
cybersecurity vulnerabilities and cyber risk in preconstruction design processes and
requirements development processes for military construction projects; and

(5) Assess capabilities of Army Corps of Engineers, Naval Facilities Engineering Command, Air Force
Civil Engineer Center, and other construction agents, as well as participating stakeholders, to
identify and mitigate full-spectrum cyber-enabled risk to new facilities and major renovations.

FRCS include, but are not limited to, Supervisory Control and Data Acquisition Systems, Building
Automation Systems Utility Monitoring and Energy Management and Control Systems. Such report
shall include an estimated budget for the implementation plan, and delivered no later than 180 days
after the date of the enactment of this Act.



ODASD(E) Cybersecurity Initiatives 2019

RVICE. VWWebsites/
FRCS MAAs CSTPL CYBER
Master List L MOSAICS CS ARCH RANGES

A\

Best Practices/ FRCS Assessments/ Cyber Workforce/
Collaboration Secure Systems Training

Planning Tools

Alignment with Federal, Industry Objectives




DoD FRCS Cyber Plans 2016, 2018
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List each unique investment related 1o FRCS cybenmcurity aloag wilh the badget codes listed
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Is Your FRCS Cyber Plan Adequately Resourced?




DoDI 8500.01 and 8510.01 Update

Evolved into the Joint Task Force Transformation Initiative

Interagency Working Group (DoD, ODNI, NIST and CNSS),

ongoing effort to produce a unified information security

framework for the federal government

Used existing NIST Special Publications as basis Tor
developing Joint Transformation core documents

™

[
I

. DIACAP

Revised
8500

. / :
\ // Series
Began as the IC Transformation effort to DoD is currently revising
standardize C&A in the IC and to address DoDD 8500.01, DoDI 8500.02, and DoDI 8510.01
reciprocity with DoD. to align with NIST Joint Task Force documents

Transition Bottom Line - DoD will continue to follow the DoD 8500 series documentation for information assurance and risk
management processes, procedures, and guidance



RMF for DoD IT

DoDI 8510.01 “Risk Management Framework for DoD IT”
- Provides clarity regarding what IT should undergo the RMF process and how

DoD Information Technology

Information Systems PIT Services Products
|
| |
PIT PIT Internal Software
Major Enclaves Systems B Meremae
Applications
Applications
Full RMF Process: Assess & Authorize Assess Only

New: Assess and Evaluate
11



8500 PIT Cybersecurity Considerations

(2) PIT
(a) All PIT has cybersecurity considerations. The Defense cybersecurity
program only addresses the protection of the IT included in the platform. See
Reference (ah) for PIT cybersecurity requirements.

(b) Examples of platforms that may include PIT are: weapons, training
simulators, diagnostic test and maintenance equipment, calibration equipment,
equipment used in the research and development of weapons systems, medical
technologies, vehicles and alternative fueled vehicles (e.g., electric, bio-fuel,
Liquid Natural Gas that contain car-computers), buildings and their
associated control systems (building automation systems or building
management systems, energy management system, fire and life safety,
physical security, elevators, etc.), utility distribution systems (such as
electric, water, waste water, natural gas and steam), telecommunications
systems designed specifically for industrial control systems to include
supervisory control and data acquisition, direct digital control,
programmable logic controllers, other control devices and advanced
metering or sub-metering, including associated data transport mechanisms
(e.g., data links, dedicated networks).



3500 PIT Systems

(d) PIT Systems

1. Owners of special purpose systems (i.e., platforms), in consultation with
an AO, may determine that a collection of PIT rises to the level of a PIT
system. PIT systems are analogous to enclaves but are dedicated only
to the platforms they support. PIT systems must be designated as such
by the responsible OSD or DoD Component heads or their delegates and
authorized by an AO specifically appointed to authorize PIT systems.



DoD ICS Complexity — Many Systems
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DoD alone has more than 2.5 million unique FRCS systems



DoD Facility-Related Control Systems (FRCS)

MY

>

Airfield

Systems

Electronic

Security Systems

010

Pier Systems

Utility
Control

i

Building
Control System

Environmental

Monitoring
. J

Traffic Control

Systems

Systems
O
)

Utility
Monitoring &
Control

Systems

Dam, Lock and
Levee Systems

L

Fire & Life
Safety

e/
(
R

Transportation
& Fueling
Systems
\_ y

E3

Control System
Platform

Enclave

Building Automation System

Building Lighting System

Conveyance/Vertical Transport System
Electrical Systems

Heating, Ventilation, Air Conditioning
Irrigation System

Shade Control System

Vehicle Charging System

Cathodic Protection Systems

Compressed Air (Or Compressed Gases) System
Central Plant (District) Chilled Water System
Central Plant (District) Electrical Power Production
Central Plant (District) Hot Water System
Central Plant (District) Steam System

Electrical Distribution System

Gray Water System

Industrial Waste Treatment System

Microgrid Control Systems

Natural Gas System

Oily Water/Waste Oil System

Potable Water System

Pure Water System

Salt Water System

Sanitary Sewer/Wastewater System

Utility Metering System (Advanced Meters, AMI, etc.)
Many More...

DoD Control Systems are just as vulnerable as industry, how do we protect them?



DoD
Real Property

Portfolio
48 countries
523 installations
4,855 Sites
562,600 buildings and
structures
24.7 M acres
S847 B value

DoD Building FRCS

Intecration Stations or Browsers Wireless Devices Distributed System Architecture Casual MIS/Human
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Energy
Manager
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% Possible entry point of attack © Potential compromise




FRCS Overlay & RMF Implementation

Step 1
CATEGORIZE
System
Step 6 : : Step 2
+ Categorize the system in acs P
WLl with CNSSI 1253 SELECT
HBSS and ecurity Controls + Initiate the Security Plan (SP) Securty Controls
an : i . e
I » Determine impact of changes to the iegmtersystmn with DoD Component il
Passive system and environment AFrogram + Common Control [dentification.

» Assign qualified personnelto RMF roles  + Select security controls and

+ Assess selected controls annually
document SP

« Conduct needed remediation

+ Update 5P, SAR and POA&M ' DE'*‘;?'DP SF'StE'“_;'E'*_'E' i
i ot p continuous monitoring strategy
A tad sk RMF Process + Review and approve SP anc
« Implement system decommissioning forDoD IT continuous monitoring strategy
strategy SYS tems
Step 5 Step 3
AUTHORIZE IMPLEMENT
eMASS System Security Controls
ATO’s » Prepare the POASM + Implement control solutions
+ Submit Security Authorization Step 4 consistent with Dol and
Package (SP, SAR and ASSESS Component |A architectures.

POA&NM) to AQ

« AD conducts final risk
determination

» AQD makes authorization
decision

« Document security control

SSCHEy S s implementation in 5P

+ Develop and approve Security
Assessment Plan

+ Assess secunty controls

« SCA prepares Secunty Assessment
Report (SAR)

+ Conduct initial remediation actions



Continuous Monitoring and Attack Surfaces

Host Based
Security Systems  RpUEHeClE
Scanning (Active) AZANIEE
Nessus
Windows, Linux  faGult

HTTP, TCP, UDP  KQUElLEE
Glasswire LU U S ST |

H To more Field
C ontrol Systems

1\ grou > & ® Network Attacks

Intrusion Detection FNESSVEEESIVERL e o A o= a8 B o et g
Systems (Passive) M7 lE! - | @ @ <]
PLC, RTU, Sensor HeleES\EldIT
Modbus, LonTalk, FHeliEee e

BACnet, DNP3 BELY - dware Attacks

- ® . A8

1N = Non-IP Network




Standards — NIST SP 800-82 R2

NIST Special Publication S(M-52

Guide to Industrial Control
Systems (ICS) Security

ST T § ] S B Ao RN Vv, Tt sl Spvms (D%
i sy Tl st Conl wnch s F vl OF

This document provides guidance for establishing
secure industrial control systems (ICS). These ICS,
which include supervisory control and data
acquisition (SCADA) systems, distributed control
systems (DFRCS), and other control system
configurations such as skid-mounted Programmable
Logic Controllers (PLC) are often found in the
industrial control sectors.

This document provides an overview of these ICS
and typical system topologies, identifies typical
threats and vulnerabilities to these systems, and
provides recommended security
countermeasures to mitigate the associated
risks.

800-82 Rev 2 was released May 2015 — has 800-53 Rev 4 800+ controls,

Appendix G ICS Overlay



NIST SP 800-82 R2 Key Security Controls

Inventory

CM-8 Information System Component Inventory
PM-5 Information System Inventory

PL-7 Security Concept of Operations

PL-8 Information Security Architecture

SC-41 Port and I/O Device Access

PM-5 Information System Inventory

Central Monitoring

AU-6 Audit Review, Analysis, and Reporting
CA -7 Continuous Monitoring

IR-5 Incident Monitoring

IR-6 Incident Reporting

PE-6 Monitoring Physical Access

PM-14 Testing, Training and Monitoring

RA-5 Vulnerability Scanning

SC-7 Boundary Protection

SI-4 Information System Monitoring

SI-5 Security Alerts, Advisories, and Directives

Test and Development Environment

CA-8 Penetration Testing

CM-4 Security Impact Analysis

CP-3 Contingency Training

CP-4 Contingency Plan Testing and Exercises
PM-14 Testing, Training and Monitoring

Crltlcal Infrastructure
CP-2 Contingency Plan

« CP-6 Alternate Storage Site

« CP-7 Alternate Processing Site

+ CP-10 Information System Recovery and
Reconstitution

 PE-3 Physical Access Control

* PE-10 Emergency Shutoff

« PE-11 Emergency Power

* PE-12 Emergency Lighting

* PE-13 Fire Protection

 PE-14 Temperature and Humidity Controls

* PE-17 Alternate Work Site

* PM-8 Critical Infrastructure Plan

Acquisition and Contracts

« AU-6 Audit Review, Analysis, and Reporting
« CA -7 Continuous Monitoring

+ SA-4 Acquisitions

* PM-3 Information System Resources

« PM-14 Testing, Training and Monitoring

Inbound Protection,
Outbound Detection




WBDG Cybersecurity Resource Page
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CYBERSECURITY

by Michoel Chipley PhD, PME, LEED AP
The PMC Group LLC

Updated: 09-27-2016

INTRODUCTION

Industrial Control Systems (1C5) are physical equipment ariented technologies and systems that
deal with the actual running of plants and equipment, include devices that ensure physical WITHIN THIS PAGE
system integrity and meet technical constraints. and are event-driven ard frequently real-time s InFroduction

software applications or devices with embedded software. These types of speclalized systems & Description

Eal

http://www.wbdg.org/resources/cybersecurity.php




Defense in Depth

The underlying principal of Defense in Depth
addresses |IA needs with people executing
operations supported by technology.

Defense in Depth recommends a balance
between capability, cost, performance, and
operational considerations. An organization
must deploy protection mechanisms as
multiple locations to resist all methods of
attack. - Layered Defense (CJFRCSI 6510.01D)

The Defense in Depth strategy focuses on four
key areas:

Defend the Network and Infrastructure
Defend the Enclave Boundary

Defend the Computing Environment
Supporting Infrastructures (PKI, CAC)

Detense in Depth

‘.'J“. netwivied wTermommTis

e
G g coem

s TR 1] e

Examples of La}rﬂ'ed Defenses

Class of First Line of Second Line of
Attack
Passive Limk & Metwork Laver | Secunty Enabled
Encrvption and Applications
Traffic Flow Secunty
Aerve Defend the Enclave Defend the Computine
Boundarges Environmeant
TInnder Phv=ical and Persomnel | Authenticated Accass
Secuniv Conirols. Audst
Close-In Phv=ical and Personnel | Technicz] Surverllancs
Secuniy Countenmedoges
Dizmibunion Trusted Sofrarare Fan Tome Inteenity
Development and Controls
Drzmbution

http://issep.wikifoundry.com/page/Defense+in+Depth



DoD Enclaves

P o Y Enclave Boundary Defines Separation Between—
(3} 1l

Inside & Outside

Local Computing Environment

ENCLAYE | LAN Management | | Vulnerability Scanner |
H

g o = Connections to Networks
SECURITY TECHNICAL IMPLEMENTATHEN GG
Veriio |, Ribene 4 Directory Certificate Intrusion . Virus and Other Enclaves
Services Server Detection . Protection
Local Area
Network =
b Banumry 2614 (Workstatior) (Workstatior) Workstation I_[[ ]:'_’ Remote Users:
Shared Protected Subordinate 1 Dial Up Acce_ss
Application Application LAN ISP Connection
Servers o Servers Dedicated Line

Physical Access Controls
Dhavedoped by TS A Tar the Thallk

Boundary Protection Devices Control Access Into Local Computing Environment

|:| Boundary Protection (Guard, Firewall, etc.) E':] R te A Protection (Communications Server, Encryption, etc.)

iatf_6_0_1_0072

An enclave is an environment under the control of a single authority with personnel
and physical security measures. Enclaves typically contain multiple local area networks
(LAN) with computing resource components such as user platforms; network,

application, and communication servers; printers; and local switching/routing
equipment.




Numerous Sub-Enclaves

Internet

NOC

FRCS
Operations
Center

Test and
Development
Environment

Test and
Development
Environment

Tools

Kali Linux
SamuraiSTFU
CSET
Shodan
GrassMarlin

FRCS Enclave

Airfield Lighting

Buildings

. Electrical

| Natural Gas

Pier

POL

Rail

Steam

Traffic Management System

Water

Waste Water




Hybrid FRCS and Security Enclaves

Intern

NOC

Test and
Development
Environment

-

Building
Operations
Center

Building Enclave

/

Test and
Development
Environment

BCS Sub-Enclave

BMS
Building 4E< FAS

" Parking

VTS

Security
Operations
Center

O

ESS Sub-Enclave

CCTV

Test and
Development
Environment

Building - IDS

PACS




DODI 8530 - JIE

Figure 2. Notional View of Current and Future Integration of Cybersecurity Activities

USSTRATCOM (USCYBERCOM)

Mission Partner™ <=~ (Global EOC with integrated I
NOCSs cybersecurity service providers/service$ *
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—————————):Organizations Service Providers Cybersecurity
Organizations
Subordinate Commands, L, Subordinate Commands, Data and Applications
Activities & Offices |3 Activities & Offices |2 (Core Data Centers, |it
" *-.* HE LEETRY 3 B
(e.g., Base,Post, or " (e.g.,Base,Post,or |:: Installation Processing |
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Legend * * '
O DoDIS or PIT system * Requlres an MOA or contract. A DoD Component service provider can
also be a service provider to another DoD Component or mission partner.
@ DoD External/Tenant IS or PIT system

%% JIE TRANSITION: EOCswill direct actions and provide cybersecurity. Asthe
. Mission Partner IS or PIT system

JIE is implemented in DODIN, one or more DoD Component service providers

Direction, Coordination, Reporting & may be aligned to EOC to provide cybersecurity services and implement DCO
Shared Situational Awareness internal defensive measures. An EOC’s organizations will conduct required
actions with common sets of tools provided from core data centers.

Coordination & Shared
L CLLL F 2 O Integration of various teams and organizations with specific skills and

Sational Ay emass responsibilitiesto protect DODIN.




Notional JIE Control Systems

DHS NCCIC

US-CERT & ICS-CERT

USCYBERCOM

IPN /INOSC

¥

DOJ/FBI

Campus / Installation Enclaves

SPPN / IT Operations Center
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Test and Development Environment
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Tridium Architecture

WEBs SYSTEM ARCHITECTURE

EB BROWEER

(REMOTE} WEE STATION

a : i WEE BROWSER
{LOCAL}

INTERKET!

INTRANET .

o "l

(agara®

ETHERNET LA

HTTE XML, BAChet, SHMP, aBiX

3RD PARTY

SECURITY

COMNTROLLER

SEC-H-H00 .'.;J.
o R85 VIDED MONITORING
AND COMNTROL
COMBMUNICATING —_— .
THERMOSTAT E E‘_ MODBUSE 9 |
= INTRUSION (5% (5% (0% s ]
SMART ENERGY Gunp s
e KEYPAD!  secumimy
DISPLAY x <
ELEVATCGR GONTROL il
l ELECTRIC o
Pt METERS
— -— ACCESS CONTROL My
; | st TIME AND N e
i ATTENDANCE . —E)
| ; a S LISHTING
PLANT PLANT CONTRCL




Johnson Controls Architecture
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Software House Architecture

Site 1 Site 2

http://www.swhouse.com/



System & Terminal Unit Controllers, Actuators

Field Server iLon Smart Server

Valve Actuator Valve Actuator  Pressure Sensor Temperature Sensor

Analog voltage, resistance, current signal is converted to digital and then IP



Control System Protocols

Internet Protocols

* |Pv4 and IPv6

* Transmission Control Protocol (TCP)

e User Datagram Protocol (UDP)

* Hypertext Transfer Protocol (HTTP) - Port 80

e Hypertext Transfer Protocol Secure (HTTPS) - Port 443

Open Control Systems Protocols Proprietary Control Systems
* Modbus: Master/Slave - Port 502 Protocols

* BACnet: Master/Slave - Port 47808 * Tridium NiagraAX/Fox

* LonWorks/LonTalk: Peer to Peer - Port 1628/29 * Johnson Metasys N2
 DNP3: Master/Slave - Port 20000 * OSISoft Pi System

* |EEE 802.x - Peer to Peer * Many others...

e Zigbee - Peer to Peer
* Bluetooth — Master/Slave



Control System Protocols

Control systems are fundamentally

different than IT

* (Can be based on Master and Slaves or
Peer to Peer

* Slaves have Registers and Coils

* Devices use several different
programming languages to perform
operations

* Not originally designed for security or
encryption

Master = Client : sends requests for values
in the address

Slave = Server : replies with data

Registers and Coils = memory locations

Typical file extensions:
* ACD
*.CXP

*.ESD

* ESX

*.LDA

*.LCD
*.LDO

*.LCX
*.plcproject
*.PRJ

*.PRT

*.RSP
*.QXD
*.SCD



Unit 2
Hacker Methodology, Attacking and
Defending



Attack Processes

SANS Process

Reconnaissance

Scanning

Intrusion Detection System (IDS)
evasion

Network-Level attacks

Gathering and parsing packets
Operating System and application-
level attacks

Netcat: The attacker's best friend
Password cracking

Web application attacks

Denial of service attacks
Maintaining access

Covering the tracks

http://www.sans.org/course/hacker-
techniques-exploits-incident-handling

Root9b Process (Advanced Workshop)

Footprinting

Scanning

Enumeration

Network Mapping

Gaining Access

Privilege Escalation

Post Exploitation

Target Survey & Remote Forensics
Analysis

Cover Tracks (cleanup)

Data Collection

Rootkit (aka Backdoor, aka Implant,
aka Persistence)

Computer Network Attack



Attack Sequence (1)

Footprinting: This is the process of conducting target analysis, identification, and
discovery; typically through the use of open source tools. This includes dumpster diving,
social engineering and the use of utilities such as web-search hacking, traceroutes, pings,
network lookups, etc.

Scanning: This step will take the findings from footprinting and begin to drill-down a bit
further. In a traditional sense, this step includes port scanning, OS identification, and
determining whether or not a machine is accessible.

Enumeration: This is the phase where you further interrogate specific services to
determine exact operating systems, software, etc. Normal enumeration techniques
include searching for network share information, specific version of applications
running, user accounts, SNMP traffic, etc.

Network Mapping: This step is exactly as the name implies, laying out an illustration of
the targeted network. This includes taking all available resources (logs, target surveys,
etc.) to create a visualization of the target environment. This often looks different from
the exploiters perspective then from the Admin’s perspective. Depending on the scope of
activities being conducted this step may or may not be necessary.



Kali Linux Information Gathering
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Attack Sequence (2)

Gaining Access: This step is the exploitation process. Basically, this is gaining access to
the machine or the network by a client-side exploit, insider threat, supply interdiction
attack, or remote exploitation opportunity. This could be conducted via spear-fishing
attacks, buffer overflows, embedded device exploitation, credential masquerade
attacks, etc.

Privilege Escalation: Depending on the exploitation opportunity which was used the
attacker may need to elevate privileges to a different user. There are various different
scenarios in which the attacker will need to use this procedure. Typically, this is
conducted through the use of a local exploit opportunity in order to gain root or
system-level privileges — the highest possible user.



Kali Linux Exploitation Tools

en0o Kali Linux 64-bit
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Attack Sequence (3)

Post Exploitation: This step is really a compilation of many steps and is
dependent upon the objective of the mission. This step could include any
combination or all of the following examples;

Target Survey & Remote Forensics Analysis
Cover Tracks (cleanup)

Data Collection

Rootkit (aka Backdoor, Implant, Persistence)
Computer Network Attack (the 6 D’s)
Disrupt

Deny

Degrade

Deceive

Destroy

Delay

DN NI NI NN

AN N NI N NI



Attack Sequence (4)

Target Survey & Remote Forensics Analysis: This step is to conduct analysis on the
target machine for potential security mechanismes, files, or users which could either
assist in obtaining the objective or harm the assessment. This is the process of
analysing the targets operating environment.

Cover Tracks (cleanup): This step is the process of removing any forensically relevant
residue that was left behind as the result of exploitation or presence. This is one of
the most important steps that a hacker can perform to maintain stealth. This is often
one of the most important opportunities for defenders to profile an attacker.

Data Collection: The attacker is in the network to perform some activity. Usually, this
is not to show Cyber prowess, but instead to extract as much data as possible.
Network traffic analysis is key during this phase.

Rootkit (aka Backdoor, aka Implant, aka Persistence): This step is the process of
installing an application, hooking the kernel, or laying down some mechanism which
allows the attacker to maintain continued access to the host or network. If the
implant is well designed, the attacker can live in your network for extended periods of
time.



Kali Linux NMAP

NMAP - Network Mapper

Generates Network Traffic to Specific Hosts or Range of Hosts
Helps identify potential vulnerable services

Determines Open\Closed Network Ports

Supports multiple protocols

Can identify Operating System

DN NI NI NN




Attack Sequence (5)

Computer Network Attack. In this step the attacker has already identified the network
as a target of opportunity and has identified plans to launch an attack. This attack could
be remote or local in nature and could come from already established access or with no
access to the targeted environment. The attacker will typically identify core and vital
network processes and perform various attacks to disrupt, deny, degrade, destroy, or
deceive their “adversary.”

The most sophisticated attackers would likely obtain access to the target environment.
After obtaining access to the critical infrastructure, techniques will be utilized to achieve
the 6D’s of Computer Network Attack.



Kali Linux Metasploit (1)
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Kali Linux Metasploit (2)
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Kali Linux (1)
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Kali Linux Features

Kali is a complete re-build of BackTrack Linux, adhering completely to Debian development
standards. All-new infrastructure has been put in place, all tools were reviewed and packaged, and
we use Git for our VCS.

More than 300 penetration testing tools: After reviewing every tool that was included in BackTrack,
we eliminated a great number of tools that either did not work or had other tools available that
provided similar functionality.

Vast wireless device support: We have built Kali Linux to support as many wireless devices as we
possibly can, allowing it to run properly on a wide variety of hardware and making it compatible with
numerous USB and other wireless devices.

Custom kernel patched for injection: As penetration testers, the development team often needs to
do wireless assessments so our kernel has the latest injection patches included.

Multi-language: Although pentesting tools tend to be written in English, we have ensured that Kali
has true multilingual support, allowing more users to operate in their native language and locate the
tools they need for the job.

Completely customizable: We completely understand that not everyone will agree with our design
decisions so we have made it as easy as possible for our more adventurous users to customize Kali
Linux to their liking, all the way down to the kernel.

ARMEL and ARMHF support: Since ARM-based systems are becoming more and more prevalent and
inexpensive, we knew that Kali’s ARM support would need to be as robust as we could manage,
resulting in working installations for both ARMEL and ARMHEF systems. Kali Linux has ARM
repositories integrated with the mainline distribution so tools for ARM will be updated in conjunction
with the rest of the distribution.




Kali Linux Login




Kali Linux Home

A0 LMWL




Kali Linux Metasploit
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SamuraiSTFU Pen Testing Tool

Samurai contains several best-of-breed and open source tools such as:
SamuraiWTF — a web pentesting tool
Backtrack — a network pentesting tool
2 web browsers — Chromium and Konqueror
Zed Attack Proxy (ZAP) — a protocol fuzzing tool
Wireshark for Traffic capture and analysis
Dojo-Basic is a web app used to teach how to pen test web apps

ModbusPal is a Modbus-TCP simulator that can be used to model a typical control
system environment

Mbtget is a command line tool used to interact with the modbus-tcp protocol

The xxd tool is a hex dumping tool that can be used to find passwords in EEPROM
dumps

Bastille Linux
Several sample packet captures and tool documentation

http://www.samuraistfu.org/




Control System Vulnerabilities
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Control System Exploitation Vectors

Access to the Control System LAN
* Common Network Architectures
e Dial-up Access to the RTUs
* Vendor Support
* |T Controlled Communication Gear
* Corporate VPNs
* Database Links
* Poorly Configured Firewalls
* Peer Utility Links

Discovery of the Process
* Details of how the process is implemented to surgically attack it
* Find the points in the data acquisition server database and the HMI display
screens

Control of the Process
* Sending Commands Directly to the Data Acquisition Equipment
* Exporting the HMI Screen
* Changing the Database
* Man-in-the-Middle Attacks



Sending Commands Directly

RTUjJPLC/DCS
Controller Units

& Fiddd Devices Attacker

Commands

Production
Control
System

The easiest way to control the process is to send commands directly to the data
acquisition equipment. Most PLCs, protocol converters, or data acquisition servers
lack even basic authentication. They generally accept any properly formatted
command. An attacker wishing control simply establishes a connection with the data
acquisition equipment and issues the appropriate commands.



Exporting the HMI Screen

Hum an-Machine
I nterface

Front End
==
RTUPLC/DCS .

Controller Uinits

| | Attacker
& Fidd Devices

An effective attack is to export the screen of the operator's HMI console back to the
attacker (see Figure 14). Off-the-shelf tools can perform this function in both
Microsoft Windows and Unix environments. The operator will see a "voodoo mouse"”
clicking around on the screen unless the attacker blanks the screen. The attacker is
also limited to the commands allowed for the currently logged-in operator. For
instance, he probably could not change the phase tap on a transformer.



Changing the Database

Front End Human-Machina
Processor Interface
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Controller Units
& Field Devices

Alttacker

Control
System

Applications
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In some, but not all, vendor's control systems, manipulating the data in the database
can perform arbitrary actions on the control system



Man-in-the Middle Attacks

Human-Machinge
Interface

RTU/PLC/DCS
Controller Units
& Field Devices

Attacker

Production
Control
System
Network

Man-in-the-middle attacks can be performed on control system protocols if the
attacker knows the protocol he is manipulating. An attacker can modify packets in
transit, providing both a full spoof of the operator HMI displays and full control
of the control system (see Figure 16). By inserting commands into the command
stream the attacker can issue arbitrary or targeted commands. By modifying
replies, the operator can be presented with a modified picture of the process.



Defending — DHS Recommended Practices
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DHS Control Systems Defense in Depth (1)
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Figure 10. Complete defense-in-depth strategy with the intrusion detection system and SIEM.

Inbound Protection, Outbound Detection



DHS Control Systems Defense in Depth (2)




Five Key Countermeasures (1)

1. Security policies. Security policies should be developed for the control systems
network and its individual components, but they should be reviewed periodically to
incorporate the current threat environment, system functionality, and required level
of security.

2. Blocking access to resources and services. This technique is generally employed on
the network through the use of perimeter devices with access control lists such as
firewalls or proxy servers. It can be enabled on the host via host-based firewalls and
antivirus software.

3. Detecting malicious activity. Detection activities of malicious activity can be
networked or host-based and usually require regular monitoring of log files by
experienced administrators. IDS are the common means of identifying problems on
a network, but can be deployed on individual hosts as well. Auditing and event logs
should be enabled on individual hosts when possible.




Five Key Countermeasures (2)

4. Mitigating possible attacks. In many cases, vulnerability may have to be present
because removal of the vulnerability may result in an inoperable or inefficient
system. Mitigation allows administrators to control access to vulnerability in such a
fashion that the vulnerability cannot be exploited. Enabling technical workarounds,
establishing filters, or running services and applications with specific configurations
can often do this.

5. Fixing core problems. The resolution of core security problems almost always
requires updating, upgrading, or patching the software vulnerability or removing
the vulnerable application. The software hole can reside in any of the three layers
(networking, operating system, or application). When available,




US-CERT Intruder Detection Checklist (1)

Look for Signs That Your System May
Have Been Compromised

. Examine log files

. Look for setuid and setgid Files

. Check system binaries

. Check for packet sniffers

. Examine files run by 'cron' and 'at’.
. Check for unauthorized services

. Examine /etc/passwd file

e ) | . Check system and network
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Unit 3

Footprinting using Whois, Google
Hacking, BING, Google Earth, Shodan, Kali
Linux, Control Things |/O, NMAP,
Wireshark, Belarc and Glasswire



Key RMF Documents and Plans

Key RMF Documents/Plans (for commercial/private sector most now required
by insurance) — in recommended sequence of completion

* Event/Incident Communications Plan (EICP)
* Event/Incident Response Plan (EIRP)

* |S Contingency and CONOPS Plan (ISCP)

e Security Audit Plan (SAP)

e System Security Plan (SSP)

* Security Assessment Report (SAR)

* Plan of Action & Milestones (POAM)

Obtain/create these plans in preparation to create the TTP Jump-Kit Rescue
CD/USB

Templates at: https://www.serdp-estcp.org/Investigator-Resources/ESTCP-
Resources/Demonstration-Plans/Cybersecurity-Guidelines



Client-Server and Cloud Architectures

Traditional FRCS Client-Server Architecture

Vast majority of FRCS are organization owned client-server architecture
Systems can last 15-20 years

Probably 80% or more of the legacy systems are running Windows 95, XP, CE
Many have hardcoded passwords or no passwords at device level

Level 4 servers and workstations can be virtualized, and some Level 3 FPOC’s
controllers can support some logging

Cloud Architectures

Smart buildings are moving to cloud architectures at a rapid pace

Manages the building functions, energy, tenant data very efficiently
Controllers still need to be in the Levels 3-0 physical space; Level 4 can be in
cloud space

Cloud security is typically much better than organization owned client-server
architecture; they follow NIST RMF, conduct continuous monitoring, multi-
factor authentication can be enabled

If network connectivity is lost, building controllers default to safe mode



RMF Documents Using QUICX

Document Management

Design and Construction

Policy Management

Risk Management Framework

System Security Plans

Cyber System Categorization

Configuration Management

Record Documents

Contract Management

D Permit Process

D Drawings and Specifications
Submittals

D Requests for Information

Change Management

QC & Commissioning Transition Operations
P "
D Master Equipment List D Transition Management D Life Cycle Cost Analysis
D Location List 0&M Manuals Condition Assessments
Field Reporting D Training Facilitation D Building Controls Analytics
D Deliverables Tracking D Warranty Certificates D Cyber Risk Assessments
Inspections and Checklists Spare Parts/Special Tools Cyber Continuous Monitoring

D Cyber Procedures
D Performance Testing

Action Lists

QUICX is a Facility Management and document management application that
integrates facility equipment data, work orders, construction documents and
specifications, geospatial, IT and OT network and component information




Typical Plans & Audit Logs Directory Using QUICX
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An organization can use standard data drives, SharePoint, etc. to store the Plans and Audit Logs



Tools

Information Gathering

* Google Search and Hacking
* Google Earth

* The Harvester

* Recon-NG
 Shodan
* (Costar

Network Discovery and Monitoring

* Nmap

* Snort

* Kismet

* Nessus

* McAfee

* Sophia

* Bandolier
* SCAP

* Belarc

* Glasswire
* GrassMarlin

Attack and Defend Tools

» Kali Linux (Backtrack)

* SamuraiSTFU

* Wireshark

 Gleg

 Windows PowerShell

* Windows Management Information
Console

 Windows Enhanced Mitigation Tools

* Windows Sysinternals

Assessment Tools
* DHS ICS-CERT Cyber Security Evaluation
Tool (CSET)

Virtual Machines
VM Player
* Windows Hypervisor



FRCS Target Architecture

Internet Protocols

* |Pv4 and IPv6

* Transmission Control Protocol (TCP)

e User Datagram Protocol (UDP)

* Hypertext Transfer Protocol (HTTP) - Port 80

e Hypertext Transfer Protocol Secure (HTTPS) - Port 443
e Simple Mail Transfer Protocol — Port 587

Open Control Systems Protocols Proprietary Control Systems
« Modbus: Master/Slave - Port 502 Protocols

« BACnet: Master/Slave - Port 47808 * Tridium NiagraAX/Fox

« LonWorks/LonTalk: Peer to Peer - Port 1628/29 * Johnson Metasys N2

« DNP3: Master/Slave - Port 20000 * OSISoft Pi System

* |EEE 802.x - Peer to Peer * Many others...

» ZigBee - Peer to Peer
e Bluetooth — Master/Slave
e HART: Peer to Peer — Port 5094



Whois Search on InterNIC
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Whois Domain Search on InterNIC
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Google Hacking

What is Google Hacking?

Google hacking is a computer hacking technigue that uses Google Search and other
Google applications to find security holes in the configuration and computer code that
websites use.

Google hacking involves using advanced operators in the Google search engine to locate
specific strings of text within search results. Some of the more popular examples are
finding specific versions of vulnerable Web applications. The following search query
would locate all web pages that have that particular text contained within them. It is
normal for default installations of applications to include their running version in every
page they serve, for example, "Powered by XOOPS 2.2.3 Final".

The following search query will locate all websites that have the words "admbook" and
"version" in the title of the website. It also checks to ensure that the web page being
accessed is a PHP file intitle:admbook intitle:version filetype:php

http://en.wikipedia.org/wiki/Google hacking



Google Search and Hacking Tools

Gongle Shortout

IFinds Pages That Have...

nokia phona

the words nokia and phone

aailing DR boating

either the word sailing or the word boating

"love me tender”

the exact phrase love me tender

printer -cartridge

the word printer but NOT the word cartridge

Toy Story +2

rmovie bitle including the numbaer 2

e A RETCH

lpoks up the ward auto and synonyms

defineg: serendipity

detimitions of the word serendipity

II':H'\' nony L

the words how now cow separated by one or

more words

addition; 978+456

subtraction; 978-456

rmultiplication: 97R*456

division; 978/456

Yo of

percentage; 50% of 100

raise to a power; 418 {4 to the eighteenth
power )

ofd in new {conwersion)

45 celsius in Fahrenheait

Isitex{scarch anly one website)

sitezwebsearch.about.com “invisible web

|Iinlt:{f|nci linked pages)

llinkzvwewwe.lifehacker.com

#...#(scarch within a number ronge)

nokia phone $200...5300

daterange:{search within specific date
range)

|bosnia daterange: 200508- 200510

PC HACHKS | STEP ar STeP

Google Hacks
:

Want bo learn cool and useful googhe hacks? Here = a Bst of 1op google hacks | that will teach

you @ lot new things about googsel

How To Access Google Docs Without A Google Account

Popfea! on Pt i JOHE- 8y

Googie Docs supphies us with a great amount of free tools that et us do spreadshests, creats

PowarPoint presentations or mase projects. Ancthar

safesearch: (exclude adult content)

safesearch:breast cancer

|intu: (find into about a page}

|intn:www.web5narch.nhuut.l:um

[retated: {related pages)

|rulated:www.wehl;ear:h.ahuut.cu:-m

cache: (view cached page}

cache:google.com

[filetypes{rastrict search to specific filatype)

zoology filetype:ppt

Ia!tl’ntitlc: (=search for keywords in page

|alFintitle:"nikn" running




Google Search Operators

L 3 - - -
- " i
b@ ) heppmtaipporgoeglecnmielssanhiom O - B ':I'I | Punciuation. symbaols & op. J

Go 3[.: What can we help you with? | a] i

Contact Lis

Punctuation, symbols & operators in search

Yol can LUse special charactars ard wards 1o gat more specihe search results. Bxcept tor the examplas below, most Help
punclualion is ignonsd. For example, & ssarch lor dog=| is seun by Google as dogs
Hunitusinm, symbdabs & aparatars m

Punctuation & symbols that Google Search recognizes Sraat

Coen ewagh s spmboks Below are supporled, incleding hem in youn sesschi dodsa't abways g e osulls - 11w AN ImAREs of. Goagie ihat you can

el thivk e poncEeation wll give o batler tesulls, you tnay see suggpeshod rosolts Tor Dl sessch willsoul punciestion Tese

Filtar wouur Search rasiafis
Note: VWehan you Seanth using symbols . dont &0 any Spaces bebuesn Be symbod and your seanch erms For example,

a sgarch lor -dogs will work. bul - dog= will ot Adwanced Ssarch

Eymboed  What yau ean wee it far

i Saareh b (oagins pagaes or binnd types
Examplas: +Chrome and AE+

] Find saarial Bags

i II[i|I! Eagog lar

] Find prices
Criample nikon 5400

https://support.google.com/websearch/answer/2466433?hl=en



GoogleGuide

=11 —

k(- .’ | it s googlequideicomyadyarced_apers 2 = @] | 1 Google Semch Opsrators - = Lk

? G OﬁglF.'G Ui de making searching even easier

| Search Google Gulde = Previous: Lsing Search OpecstorsGoogle Guide = Parl T: Quecy Tnput @ Search Operatons

[ |i Haarch |

| Google Guids by Category Search Operators

| Dverdici (2) y . . . .

| Favorite Features (141 The lollewieg Lable lists the search operatons Uit work with each Gooegle seardh sesvice. Click onan eperator W jump Lo %
| ParLls Query Lo (153 ts description — or, tn read about all ol the operators, simply scrmoll down and read all of this page. O L

| Part iz Understonding Resuks (18] EHi

| part Ii1: Seosrch Tools (10) St SEO

| Pdrl I Services (12 e

| P Scarch Operators -

! part v- Dovalaping 3 Weasibe (8] Service : e Agency

E Aperdi (23] Frulfic 16 greal.
t A -2 & 1 2 L szl lnapckos, T=nde ar= bml
i Part I: QUEFY IHPUt Vel Grarch

Y1, Fnkering A Guigry

12 Going Directly to tha First Reeaft I

E 4. Gedeciiog Sedrch Tane Iimage Search

LA Tedarnrating Your Query -

| 5. crarting Your Query hy udng Speclal Chamctars Grod allintents, mllinnitles, akaors,

6. Quolid Pheanes

E ; :::‘t_a::t::;:’:.: i kg At Directory allintext i, aliiotitles, allinuric, ent1, filetypes, intexwts, intitler, inarie

PoB The =~ Opsrsiue v A ;

V10, Trss 0B anit | Gjerators Mewy pllintexcr, milinzitles, allinuric, intexss, intait_e:, iaurls; location:  agurce:

| A1, Tha.. Operator

©1E The ¥ Opsraic Product Scarch | allicitesat:, alliscle

|13, Speds Characiada: SiEnmany
| I Advarcard Saarch Farm J . Y g ety T i
e e A e o Thee folbowing is an alphabetical list of the search operators: This lisyincuodes operators that are not officislly supported by Google and not lisbed

16, Fealining 3 Quary n Google's gnfine help.

| 17. Anatomiy of 3 Wen Aforass

{18, Lisieg Search Operaiir Mnte: Google may change how undnoasmesnted operatnrs work or may eliminate thesm comprdetedy.

i 19, Seanch Onaratons

| Other Pages Lach entry typrcally indedes the syntax, the capabilties, and an examgle. Some of the search operatars won't work as imtended Fyvou put 3 b

450

013

http://www.googleguide.com/advanced_operators_reference.html



Google Hacking

nttps:/wiv googlecom/bo-sinibsom - O v il G | 25 inbeuction to Cytesssesing | B i ey peper it | [ sieni

GD 8[&1 site:nibs.org filetype doc

Wiek Irmageas M= Shoppires Maps=s Mora = Search tools

& rsihs (0 1R secnnis)
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wwnw_nibs. orglresourcairesman. . WEDGcasestudytemplate DS CC doe -
CastE S0 TERPLATE INGS T EUCTICHRS e YWHLDG 15 seeking case shdy
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P word - National Institute of Building Sciences
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Google Hacking

RtpE st Qooabe.com T gwe_nd =5e i | i d F i i tridium filetypepd? -sitedri. ®
i ojt - p ﬁ
'GCI glE tridium filetype:pdf -ste:tridium.com site:mil “ 1
Web iy Irrragues Shiupping Witkeus buarg = Sauich loals t:

PUFI 011 000-Par-6-SITE_SPECIFICcampbell - MRSI - U.S. Army
mrsi. usace_armyy.miliifpl. .01 1000-Par-B-5ITE_SPECIFICcampbell. pdf -

framework developed by Tridium: Niagara provides an open automation mirastracturs
that integrates diverse systems and devices tegandless of manutschiesr

PN Taple T
higtory.emedd. army. mil‘bookadocskorea’vald.. /Tables 1 TTableS pdf -

labhlka 9 Incedencs of Closkridial "50&."1?"1 m | i550Ue5 of 43 Cases Shin- Ing Luliures
Posiliva for Closbidia, Series B Ch,—tridium. Spacies. Prese—-4 ...

PO pichigan

wiwvw. cefenaalink.milirecovenypdfa/Michigan paf -

Jian # S - Lparads Tridium {Jace) Eremy Managemaent System Army, Detron
Arsenal. 100. Renovale Conf Riocms Building 231, Anmy. Delrog Arsenal

PR The GI’DW]I']Q Threat to Air Bases - Air and Space Power ...
wiww. glrpower. maxwellal mildighalipdt.. /F-Caudill_Jacobaon pdf ~

ey 1, 2013 - vale sector—inclhuding a Tridium company syslem called Miagan—are
mars wulnarable than others. Marc Pelock, Tridium's vice presidsnt for

MM Senome Sequence and Comparative Analysis of the ..
biothemistry.usuhs. mil'pat'deinococcus/pdfitolling_2001.pdf =

Ly FORBCMCH LLING - 2007 - Cited by 584 - Rolated arficks ¥

filetype:pdf -site:tridium.com site:mil



Google Hacking

g o= £ O ;E,‘l mmmmcmurmg_ .uawuldul banget - ooy % |

GL’I Sit' navy tridium kangor n

Wal Shoppmg Maws Maps Imanes bdare = Samrch lools

13,000 results (0.4 seconds)

Search Results: Procurement Synopsis Database - MECO
hitpa:dfawany . neco.navy. mil'synopsis/detsil aspxPid=367322 -

fup 17, 012 - Contact Points: Pam Pratt 360-380-0231 pamsia.d_prattifnawy.md ...
lsczatesd iy Naval Mo K, Tecrnerian WA, sl Nawal Thas: Kesap, Bangor, WA
Ther MRMW 1G5 1= Tridium™s Misgsra AX B Aeclsiociuen: wis:h

£—Project Labor nergy

WL -g:-l.rcl:l comZ-Project-Labor-Agreement- Inqmry—ADF"i 35EI5222320€|

Sep 30, 2000 Bremarlon, W and Naval Base Kilsap @ Bangor, Silvardaks, WA
The MRENW ICE ises Trdiun £ 5 Nagara A tased Archdecture which

MNaval Base Kitsap - Bangor - Military.com

wivewd. millitary. com'bas e-guide/naval-base-kitsap—bangor - Militany com
Maval R Kilssg was cresbod in 2004 Dy roaseprg P Tormer Maval Shaticm
Fresieglon with Naval Sabwswin, Gase Bangor Thie Mission ol Naval Dase Kilsap
1= ...

Issing: indim

Daniel Ehrhart | Linkedin
hittgssfevanw linkadin. com/puvdanisf-ehrhark8a/59/250

Richenol, Kanlucky - Technical Trairing Specinlsl ol GP StasEpes Corpordion

5 Navy. May 2012 — Present {2 yedrs 8 monlhs)Bangor, WA Coordinaded . 20435,
Aowarded 3 Navy and harine Cora Achssvernan madals Tor parformance whils serving

https://www.google.com/#g=navy+tridium+bangor
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e e (2 nttps: v necomavymitismopsisidetail: O - BG L Infrecluttion o Cybemeruring = | (= Search Resalis: Procurement... %

AL

m h.ﬁmm.J.ﬁum’m.ﬁD_

FZE=YX

Z--Design / Bulld Construction Tontract for repeir and modernizing the Indusirial
iControl Systam (ICS) lacated in Maval Basa Kitsap. Bremarton, WA, and Naval
Eaze Kilsap, Bangor. Wa.

Aug 14, 2012

AM44255 NMAVFAC NORTHWEST 1101 Tauteg Clrela Sliverdala, WA

238210 Electrical Contracters and Othar Wiring Installation Contractors
i Z - Maintenance, Repair ar Allaration of Real Proparty

W MA4255 1 3MKTGT

B Aug 2B, 2012

b:Sep 12, 2012

fFam Pratt 360-395-0234 pamela.d.prattg@navy.mil

Thia iz & Bourcss Rowght Bynapgria anly Thia j2 asl a eelicibalion aanouncamant and thata are oo Ragoaest
for Froposal (RMP) documents o gownload. This synopsis 1s @ market research tool being utilized 1o
deierming Lthy geailabilily of gualifisd Small Businsg: sources prior Lo issuing =0 BFP, The Goesrmmsni i
neaklng quallflad Bia) HURAZONE Sarvica [Haablad Waleran (tenad Small Businass (SO DEE) andiar Bmall
Business {58} sources that are ceclificd by the Small Buslness Adminlstration (S0A4) relative 10 HAICS
;lgasilication 38210, The applicables sice wlandsd iz 314 0 M sverags annue! grons ceceiply for dhe
pracading fhrea flacal yaars Hasponsas 1o fhls sources snught sypnopsls will ke esed o make appropeiaie
acguisition decizions. Afler rewiew of the rezponses to this seurces scught synopais, and if the Government
Splana fo procesd with (e soquiailion. s aalicitation annsuncemen! will be pulslizhad in Fadaial Businsas
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announcemeni. Ho tefephone calls will be accepled requesting = bid package or soliciltion. There i= no bid

“package or #olicilatien &t this time  In ordar fo predect the praosisament Integrity of any Tuture proceremsant, i

https://www.neco.navy.mil/synopsis/detail.aspx?id=367322
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d. ¥ ppshplatina

1 ,\:_; hlips/ fenvw. necn :mtl\.'yl'.nlll lgprbnd [NALFES, D » _E_{:- I ? Introduction to Dy bersecurin_, |sﬁe*.:r||:1|ummm srtesmil - I:.H:-l B S AT O NSty pete = I meco. navy.mil

S

F%-13 Energy Projects: Modernize Industrial Control System EM-1113414

MNaval Base Kitsap (Bremerton, Bangor, Keyport, and Jackson Park), Washington

PART THREE - PROJECT PROGRAM

Project Program

RM-1113414, Modernize Industrial
Control System, Naval Base Kitsap

FY13

Naval Base Kitsap

1148 Ak

11442015

https://www.neco.navy.mil/upload/N44255/N4425513R40020005N4425513R40020005
N44255-13-R-4002_Part_3_Draft.pdf



Google Hacking Diggity Project

Rl - o ssoponcom essucesrastion O = O | [ S wncdatin o ybesseening | 1 Gocile Hocking Diggity r- % || o

E] 5 H 0 P Fﬂ“ 55 5 RESOURCES AHOLIT LS

Google Hacking Diggity Project At t a. C k TD 'D ]. S

ATTACK TOOLS

FEA R Sometimes, the hest defance ls a good offense. Bishop Fox's attack tasls far Google Hacking

level the playing field by allowing our dients to find Information disclosures and exposed

GagrchDgony ¥l
Searchiagony - Too Scraensnos Galen
viulnerahilitizs before others do. Arm yourself with ocur arsenal of attack tools that leverage

HACKING BIETICHARIES : :
N " Google, Bing, and other popular search engines,

Ly | etk Dalebinge - £ 00 w2

rePsr < Goocke and Bin |
Mcrinnary Files
ii-.'j!l.!: I-'-.L:"l' L .-..|'. Fles '\fll -l n: c EARC HDIGGlTY
SHUMAN Hiscking Dinmaiase - SHOS
HACKING GOOGLE CUSTOM SEARCH Se a I"Ch Dl gglty vV 3
Har ki, fear 8l Top 1 Oomnins

ook LIl Wab

SEARCHDIGGITY

http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-
tools/#tsearchdiggity
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Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan MotInMyBackyard BingMalware
*W Advanced - .
simple 5C :
J | e API Key:| Create [¥| Hide
Query Appender Q |
- Cancal
1 h—.— —
Enter SHODAN APlkey )
= | Category | Search 5tring | URL | Hostnames | City | Country]
Queries SCADA Miagara Web Server  hitp;//193.185.169.90/ Finland
[ Lerault Lregentals e SCADA Miagara Web Server  hitp://12.171.57.87/ United States
O Fre | SCADA  Niagara Web Server fittp://70.168.40.243/  wsip-70-168-40-243. Cleveland  United Stateg
[ Printer SCADA  MNiagara Web Server  hifp://216.241.207.94/  sciop-ip24.scinternet. Colorado City  United States
g Router SCADA Miagara Web Server  hitp://206.82.16.227/ niagarafred.norleb.kl Lancaster United States
SCADA
SCADA i Web S http://184.187.11.158/ Omah United Stateg
[T Electro Industries Gaug ; lagara VVeb server P/ { PR el
[7] Photovoltaic
[] Rockerell SLC-505 PLC Output \\
7] SCADA USA : : \
4 [ SCADA HTTPR/1.0 302 Moved Temporarily
location: hitp://70.168.40.243/login Finding SCADA systems
[ scada content-type: text/html; charset=UTF8 via SHODAN Diggity
¥| Niagara Web Serve content-length: 116 :
[7] siemens s7 = set-cookie: niagara_audit=guest; path=/
; - server: Niagara Web Server/3.5.34
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Google Earth
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¥ Saarch
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|IPLocation

7 IF | o iphocation el B~ l'_.'l[ I | 1P Location findar - Geoioc,, ¥

5 Project Mgmt Software
Ip LOCATI@N Try it F;]ee fior 30 Dayﬁ%fq?h’nu'! Antomate Bosiness Processes &

wa

&

Fing by 1P Hide My 1P Change My IP Domaln Toola Faruirna

IP ARTICLES
How to find geolocation of an IP Address? —

- What 5 an |P Address?
+ What i a Subnet Mask?
+ WWhat ks MALC address?
+ What is TCRIAP?

It % i + What is DHCP?
HON E. Your IP Address is 173.73.169.42, . What 1s Ipconfig utilty?
. + WWhal is [F Spoofing?
P IP Location Firder . Find IP address of & network printer?

+ Find IP addresses of a privaie network
- What ks |PvE Addresses?

Q#] #1780 Feoommend this on Soogle

P Agdress; 173,70 169 42 [ oy

Here are the rasults from a few Geodocation
provigers, Accuracy of geolocathon data may vary . )
frorm a p!'o'uider to provider. Test drive yourself. 11\5\ Mlg!’ﬂ e

ENTER and dacida on the providar that you like. - "If:c-'!g_._‘ fr-:::m Windows

SEARCH FO MATION Do you have a problem with IP location lookup? pa— Server 2003 with
Rapait a probiem. Deil Solutions.
Learn More *
Geolocation data from |P2Location (Product: DB4 updated on 11/30/2014) BN Windows Server 2012
IF m _Country w & Fﬂ!‘ ISP S L W

http://www.1iplocation.net/
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Google Code The Harvester

- o IEN
G f hipeicode googbecomi i harestor * O | | SHODAN - Computer Saaicn_ [T JNSH @ WMwinre Pliyer Piue Easiest | (l trehanenss - infonmatio_
By favonies ¥ | Sanin .
@ Infoarnalion Galhiring Saarch progects
Project Home = Downlosds Wikl ssues  Source
Summary People
Project Information The objective of this program is io gathar emads, subdomams, hosts, employes names, open porls and banners from diffasant public sources
Puogiact [eads like search engmes, PGP key servers and SHODAN computer databass
Code license This tool s intended o help Panelration testers in the earty stages of the penelrabion test in order to undersiand the cusbomer foslprint on the
GhL GPL v Infemet It s also useful for anyone that wants o know what an aftacker can see about their crganization
Labeis This 15 & completa rewrita of the ool with new features like
intormationd R
asinl, wilogathering, + Tune defays between request
SBCANNY, PUOUE, « All sources search
mdormation, prodiling
= Wirtisad host weriliar
5 ygrabars + Aclive enumaration (ONS enumaration, Reverse lookups, TLD axpansion)
Iatamips el com = Integrabon with SHODAN computer database, o el the opan pors and banners
= Save to XML and HTML
= Basic graph with stats
= Mew sources
Passive discovery:
Googhe: google search angine - wanw googhs. com
Google-profiles: googls saarch engine, specific saarch for Google profiles
Bing: macrosofl search engine - www_bing com
Bingapr microsoft search engine, through the API (you need o sdd your Key in the discovery/bingsearch py fe}
W
Eap- nian key sanses oo [edins

https://code.google.com/p/theharvester/




Recon-NG

= eznurces infosecinsithae com e oo = O | AisHODAN - Computer Search £ Bﬂgﬂ ,_\_:}'I'hr Recon-ng Framework: . X
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Download & Resources
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Exploit Database

bgﬂ | hetps e exploit-dbcom

EXPLOIT =
DATABASE

Offensive Security Exploit Database Archive

.D . E Lv] é My Difive - Google Driva % | Exploits Database by Offen..

Home Exploits sShellcode Papers Google Hacking Database

Learn about the Exploit Database.

v

ol Exploits. Shellcode, and Sacurity Papers. Mow ta the site?

EXPLO
Dleaif)- .

CVE Compllant

The Exploit Database - ultimate archive

The Exploit Database

The Exploit Database (EDB) is a CVE compliant archive of exploits and
vulrierable sofwane. & great resource for penetration testers, wiineratiiity
researchers, and security addicts alike. Our goal is to collect exploits from
various sources and concentrate them in one, easy to navigate database
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Passwaord:

HTTP/1.0 401 Unauthorized

WWW-Authenticate: Digest realm="Niagara-Admin", gop="auth", algorithm="MD5",
nonce="UvdraWNmNDAWNjE10Dc4NzBhYTc5NjMyYzlkYTk3NTg1ZDQy"
Content-Length: 56

Content-Type: text/html

Niagara-Platform: QNX

Niagara-Started: 2013-8-3-4-11-32

Baja-Station-Brand: distech

Niagara-Hostld: Qnx-NPM2-0000-12EA-FDCC

Server: Niagara Web Server/3.0
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distribution, ever,
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Kali Linux Login

Bonus Section 2 illustrates using Kali to attack a control system
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cooo impErsonates 15 vendar tools

Anassessment wal tointeract with
Fodbus devices, both TCRADF and
serfal {RTLAASCIH)
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Bonus Section 1 uses STFU and Modbus Pal to simulate controllers
and network commands
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About Tor - Tor Browser - + X
Fic Edit Viow Mistory Boakmarks Tools Help
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Cong
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/' T'his browser i4

You are now free to i
Test ]

What Next?

Tor ks NOT all you
You may need to change same of your hrowsing
habits to casure your Identity stays safe

need 10 boow s ancavmousdy!

Ihe Tor Project is a US 501(c)(3) non
education of online anonymity and priv

Ef) How Tor Works

Alice

- —a

Alice's Tor client
picks a random path to
destination server. Green
links are encrypted, red
links are in the clear.

(EZ! Tor node

. = unencryptoed link
—pe oncrypted link

http://en.wikipedia.org/wiki/Tor_%28anonymity network%29
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nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <hum hosts>: Choose random targets
--exclude <hostl[,host2][,host3],...>: Exclude hosts/networks
--excludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply 1list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
--dns-servers <servl[,serv2],...>: Specify custom DNS servers
--system-dns: Use 0S's DNS resolver
--traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-sS/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sU: UDP Scan
-sN/sF/sX: TCP Null, FIN, and Xmas scans
--scanflags <flags>: Customize TCP scan flags
-sI <zombie host[:probeport]>: Idle scan
-sY/sZ: SCTP INIT/COOKIE-ECHO scans
-s0: IP protocol scan
-b <FTP relay host>: FTP bounce scan




— Security Scanner

B fenmap - Offical cross. 30 = - “

{— F [:_:] ﬁ?ﬂ | :| nmap.ong {:{ | T :ﬁi: @, dad

Take your Nmap scans to the next level with AllenVault....
View vulnerabllity data, asset information & threat
detection alerts in a single consola! m
Nmap Security
Can YOU

Lnire Eclerence Guide  Book Losiall Cuide

Mnwnlnail Changelug Zenmap 1T @EESS

Bug Heports O Detection Propapanda | Kelated Projecis

In the Movies In the Mews

Introduction

Zegump 15 the official Mmap Secucity Scanner GUT It i oo multi-platfonm (Linux, Windows, Mac O3 X, BSD, #1c.) free and open source application which aims (o make
Nmap easv for beginners to use while providing advanced features for experienced Nmap wsers. Frequently used scans can be saved as profiles to make them easy o min
repeatedly. A command creator allows inferactive creanion of Nmap command hines. Scan results can be saved and viewed later. Saved scan results can be compared with
one another to soc how they differ. The results of recent scans are stored 1o a scarchable database.

rity Tools

1 adit You can download £enmap {often packaged with Nmap itsel) from the Xmap download page. Lenmap 1= quite ntuitive. but vou can learn more about wsing 1t from the

Zenmup User's Guide or check vut 1he Zenmap mon page for some guick relerence information,

https://nmap.org/zenmap/



Kismet — 802 Detector, Sniffer and IDS

- N
a x ¥ lgsmetwirelessnet = G UM ! Eismal
~
Download Docnmentation “ I s “ E T Forum Limks
What is Kismet?
Kismet is an 302.11 layer2 wireless network detector, sniffar, and mirusion detection system. Kismet will work with amy wireless card
which supports raw monitering (rfmen) mode, and (with appropriste hardware) con sniff 802,116, 802.11a, 802.11g, and 802.11n
traffic. Kismet also supports plugins which allow sniffing other media such as DECT.
Kismet identifies networks by passively collecting packets and detecting standard named networks, detecting (and given tune,
decloaking) hidden networks, and infering the presence of nonbeaconing networks via data traffic.
wop
News
Wed Sep 25 2013 - Released the first version of Smarter Wi-Fi Mansger for Android - Automatically learn where vou use Wi-Fi and
keep the radio disabled when you aren't near a known spot.
Mon Apr 08 2013 - Kismet-2013-03-R1b released. Somehow the latest configure seript didn't get mito the 1 release so it blew up on
liball defection; Mo code changes, no package changes.
Wed Mar 27 2013 - Kiamet-2013-03-R1 released? While this does not have major new features (phy-nentral is still in development) it b

elp

http://kismetwireless.net/
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Bandolier

Dugital Bond's Bandolier project hefps assed pwnors and wandors sdentfy and audd opirmal securthy oon igurstson for
mousing] control sysiz L£35) servers and workslatons. Digaal Bond pariners with leading 1105 vendors (o weniify fe
oplimal secunty configuialion thal sill allows (he vendar's product 1o opesale properly, This requires socess (o te
wendor's seumty cxperts, lead engmeers and a test lab Digital Bond then oeates. Bandolier Securnty Audit Files that
wark with the comgliance phagn in the us. vulnsrabibty scanne. Bandoler Ssoumiy Audd Files are available for over
lwenty conirod syshem componants, with mone on the way

Overview
+ [Defines optimal secieity configuration for SCADA and DS zervers and workstations
v Providies vendor-supponied, oustomized secunty audil fles for conbrl system applicatore

« Prowites 3 sale and effective way 1o sudit the securty of contral sysiem componats

How it Works

+ Mo chent soffware, sormons, or agents are required on the confrol systemn server or worksiation
= Llaer uplocads Bandober Sacumby AudE Files 16 the Megaus vulnerabilly scannes
» Messes policy complance Pugns. make 3 kow impact connecian 10 e 1G5 sender of workstalion

+ Messes uses budtn pperating system functionality 1o compase the setings an the control system server to Shose
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Digital Bond Bandolier (2)

SCADA IDS Signatures

Digital Bond’s SCADA IDS signatures, or rules in Snort parlance, identify unauthorized
requests, malformed protocol requests and responses, rarely used and dangerous
commands, and other situations that are likely or possible attacks. There currently are
signatures available for four control system protocols, a set of signatures to identify
attacks on disclosed control system vulnerabilities, and a group of signatures that
identify security events specific to a vendor system.

Available SCADA IDS Signatures
DNP3 IDS Signatures
EtherNet/IP Signatures

Modbus TCP Signatures
Vulnerability Signatures

Device Signatures

http://www.digitalbond.com/tools/quickdraw/



Vendor

ABB

ABB

Digital Bond Bandolier-Nessus

Application Name Version Operating System Status
800xA PPA Connectivity Server 5.x Windows Server 2003 1.0
800xA PPA Aspect Server 5.x Windows Server 2003 1.0

Bandolier Authenticated
Security |f—— Upload _ | Compliance jef—— Management
Audlt File to Nessus Plugins Connection

https://www.digitalbond.com/tools/bandolier/



Lo ietoy s snortang = & e (o Srcet = Homé Page

Bilog VRT Commumity Docs Services bout Swapg Store Sign in SOURCE

What's New? Check out OpenfpplD on the Snort downloads page.

What is Snort? |

Snort iz an opan source network intrusion prevention and
detechon system (IDSIP5) developed by Sourcefire. Combining
the banefite of signature, protocol, and anomaly-based
ingpaction, Snort is the most widely deployed IDS/PS technology

worldwide. With millions of downloads and naarly 400000
registered usera, Snart has become the de facto standard for

IPS
Mew to Snort?
BB/ TREMENTS DOWHLEBADS RULES DeCS Usars hava reams ol documentation available, the
L \ oilicial docs, & widd amay af sel-up guichs and
AL dozans of Snort books Clok ihe Docs button o
; “‘iiiﬂ more information on evailable documanlabon

Snort is the most widely deployed IDS/IPS technology worldwide.

http://www.snort.org/
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Hypervisor and Virtual Machines

A hypervisor or virtual machine monitor (VMM) is a piece of computer software,
firmware or hardware that creates and runs virtual machines.

What are Virtual Machines (VM)?

A virtual machine (VM) is a software implementation of a machine (e.g., a
computer) that executes programs like a physical machine.

A system virtual machine provides a complete system platform which supports the
execution of a complete operating system (OS). These usually emulate an existing
architecture, and are built with the purpose of either providing a platform to run
programs where the real hardware is not available for use (for example, executing
on otherwise obsolete platforms), or of having multiple instances of virtual
machines leading to more efficient use of computing resources, both in terms of
energy consumption and cost effectiveness (known as hardware virtualization, the
key to a cloud computing environment), or both.

http://en.wikipedia.org/wiki/Virtual _machine



Why Use a VM?

Advantages of VM

e Can open multiple VM’s with different OS

e Can create a complete reproduction of a Production environment
Can create a Test and Development environment

* Reproducibility, can

 Malware in a VM is terminated when VM is powered down

* Server consolidation is the most compelling benefit of VMs. A typical non-
virtualized application server may reach just 5% to 10% utilization. But a virtual
server that hosts multiple VMs can easily reach 50% to 80% utilization. The net
result is that more virtual machines can be hosted on fewer physical servers,
translating into lower costs for hardware acquisition, maintenance, energy and
cooling system usage.

Disadvantages of VM

e Requires heavy CPU use, memory, and hard disk space

* Not as efficient as a real machine when accessing the actual hardware
e Can cause instability

http://searchservervirtualization.techtarget.com/tip/Understanding-the-benefits-of-a-
virtual-machine



Windows Virtual Machines

6 a1t v micngsofLoomy vindo = ﬂMSN B8 Rur virtual machines on Wi
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Whether you

o @ simgle BT

Windows 8.1 Includes Hyper-¥. the same machine virtualization téchnalogy that is part of Windows Servet, Hyper-V lets you run

e 32-bit or 64-bit ¥36 ocpesaling system at the same time on the same PC by running them mssde a virmual machine
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http://windows.microsoft.com/en-us/windows-8/hyper-v-run-virtual-machines
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e
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d Start
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Security
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-
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@ How to Capture
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@
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Wireshark Active Packet Capture

.| Capluring fiom Wi-Fi - Maireshark 1.92.0 (1.12.0-0-gdlabd 1a from masler-1.12)]
File Edit Yiew Go Capture Anadyze Swstistics Telephony Tocks [ntemals Help
ERdAR ) NEXZ e aTE BE SO0 @dgumyg o
Filter v Expression.. Clear Apply Save
Mo, Tirme Soiuice Destivation Prolerenl Length  Info A
73 56.5163010074 :56:12:50:6a:%¢  Broadcast ARP G0 Who has 102,168.1.17 Tell 192,168.1.101
T4 56, 52199000 A0 iskro 5914184 Broadoast AR 60 Who hds 192.168.1.17 Tell 192.168.1.100
75 64 6LETOLONLGD . 2541230 169, 254.1.255 LD TE Source porbt: 7500 Destination port: 7500
76 65782680169, 2541239 255 255_255.255 e 1178 Source port: 21302 pDestimation port: 21302
77 69 8306830169, 254.1.230 16%. 254.1_255 uoe 60 Source port: 51006 Destimation port: 5000
T8 T1.1376530Te80: (847 :042:0a74: FF02::1:2 DHCPYE 145 Salicit XID: 0x463783 CID: O0O100011623Fcd?doleal 2adcOf
7O T2 ITTSA6MN102.168.1. 4 255 2552550255 une 124 Source port: 49519 Destination port: 1213
40 72 0706630192 168,11 22000 TEMPY 510 sambe rship Query, general
HY J4 66302 RS54 1 2an TR 24 7 L% (§]5"+] IR Emipra nnpt s PR Bastinatioam nortt S h0H)
. . ¥
Wireshark capturing packets ————

Intertace wd: 0 Dwvice
Encapsulalion Lype: Ethernat (1)
arrival Time: Sep B, 2014 11:36:42 627520000 Eastern Daylight 1ime
Lrime shitt for this packet: 000000000 seconds]
Epoch Time: 1LALOLG0G02_ 627520000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Tiwe since reference or first frase: 0. 000000000 seconds]
Frase Mumber: 1
Frase Length: 42 hytes (336 hits)
Capture Length: 47 bytes (336 hits)
[Frame 15 marked: False]
[Frame is fgnored: False]
[(Protocols in Mrame: eth:etherlype:arp]
[Coloring Hule Mame: AHP]
[Coloring ®ule String: arp)
2 Ethernet II, Src: O0:7F:28:0d:0e:4f (OO0:7F:28:0d:0e:4F), D=t: G4:30:e5:75:0l:0F (94:30:a5:75:el:9%)
#Destination: 94:30:e5:75%:e1:0F (94:39:05:75:81:9F)
#Snnpea s (- 7F- 280k a- dFf (W1 FF-28 0Ol Na-4F)

LTI 15 25 70 &1 9F (M of A8 O O 0 03
(T LONCR 00 05 04 00 01 00 7 28 Od L0 B0 0
NPT (10 D0 00 00 00 c0 a8 [0 035

Frofile: Defaull
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Modbus pcap files
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Wireshark Captures (pcap’s)

2 T e EECTIeI e O~ & B O & couashask on dou.

x

mb pcap i (HElMEEts ot inin
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Wireshark Captures (pcap’s)

i Modbus Capture.pcap  [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)) - 8 “
Fe  Eost o Capiure  Analthg Statisics I:!cpm'rr_' Toois jrbemats  Hedp
L ma E X 2 %[\ summary am Eannex 8
Filter iLppon == 502 7 R ion Chaar i Save
Shaw address resolid
#rofncol Heeranchy Mool Length Wnfo
EJ 1 B Corversations Mo ; ity _ = 2 N : - .
5 = el [+ Ouery: Trams: 0: Umiti 35, Func: 47 Head Imput Registors
60005159 141 81 Q&G 0 Endpeints Modbwis; 327 Response: Trams: 32000; Unit: 255, Func: 4% Read Input Registers
100, 003617 141.81 . Packet Lengths Modbus s 66 Query: Trans: 1; Unit: 2353, Func: 2: Read Discrete Inputs
38 0.052701 141.B1.0.86 | e Modinis EO Responze: Trams: 1; uniti 235, Func: 3: Read Discirete Inputs
49 0.077248 141.81.0.10 Modbws / il Duery: Trans: 10613; Unit: 235, Func: 4: Head Input Registers
500, 077900 141.E1.0,24 Lorreration List y Mok s 143 Responsé; Trans; I0613; unit: 235, Fung. 4; Read Input Registars
51 0.087269 141.B1.0.10 Endpoent List 4 Modbws BB Query: Trans: 10614; unit: 255, Func: d4: Read Imput Registers
52 0.087332 141.81.0.10  corvice Response Time b Mok 66 Ouary: Trams: 564; Unit: 255, Func: 4: Read Input Registers i
>
Frame 43 60 bytes on wire ( o " Fed (480 bits)
Ethernet II, Src: 00:04:17; ANC br), Dst: 78:ef:dl:;e0:02:5%e (VTE:el:dl:el:z0d:5%e)
Internet Protocol Version 4  Bilnet PRLO0B6D, Dstr 141.81.0.10 €141.81.0.10)
Transmission Control Protod Collecd. st Port: 57184 {57184), Seq: 1, ack: 1, Len: 0O
Compare
L4 Fioyy Graph.
HART-IP
HTTP "
ONC-RPE Prograns
Sametime LA |
TCP StreamGragh k !
LD Musticast Streams
WLAN Traffic
1P Statistics B
BOOTR-DHCP
QOO0 7B ef dL e 02 5e 00 04 17 02 38 b7 08 OO0 45 00 x....A.. . X.uWE
0010 00 28 42 ec 00 00 40 06 1c ed Bd 51 00 506 Bd 51  .(B...@ ...0.N.4Q
0020 00 Oa 0L f6 dof 60 BO 54 d3 26 54 dc 43 66 50 10 ..... .T &T.CFP,
0030 02 58 ¢5 65 00 00 7o F& 00 00 00 07 el e w
@ | File: *CAUsers\LT-6\ Documentsi The.. | Packets: 55800« Displayed: 15387 (27.6%) - Load teme (501640 Prodite Dedaun
e P -_.",.. STt putt T o -\ =] = ¥FILT i i R 1 [ERE =y TR T T
< : a9 e - ul.l P '{5']‘| e
el st e I I DS ! = A e




Wireshark Captures (pcap’s)

Ethernet 13} ik

Conmarsalions: Modbus Caplure.poap -

anmEll FLL 1Pk 13 ] e

1P| A | R S =J3-l"'. 14| Loian Hing) UL | U5H] WLAN

121 Corversatens - Filter topoport == 502
Bkuts A~ 4 Hytes A~H 4+ Packets A—B 4 Bytes A—H ¢ el Start 4 Uwabion 1 bps A—B 4 bps A—H
701 4EAdE B17 FETA1 DDDASES000  BA3IMd . 43I
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THLALLD 14581 054 1223 Q807 fEa 43 518 553 54 SR OARGR00  RAATIR 4114005 FET.2E
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BACNet pcap files

G ‘ | ki wiresharearg A el De B O Uhﬁ.ﬂ ‘ﬂrnn:-mis.-t-amet- |

WIRESHARK B ICI et

FrontFage | FiecentThangss | FinoPage | HelpConiess | PAesOCOIARMss |

M iedirected from page =80 nee
T ——— 3
BACHET

BACnet. the ASHRAE building automation and control networking protocol, bas been designed specifically to meet the communication needs of
t‘ul'l."il'l_i_ automation and controd syslems for appicataans such as keating. ventliating, and air-conditioning conrol, ligrnting contral. access
tantrol and fire getection systems. The BACNet protocol prostdes mechan=ms by which computerized equipment of arbitrary function may
sachange information, regardiess of the particutar bullfing servics it performs, 42 & result, the BaCnet pratooal may be wted by Head-end
computers, gener-purpase direct digital contrallers. and application specific or unitary contrallers with squal effect

The BACnet protocol specifies transport over o number of datalink layers ncluding ARCHET, MS/TF (RS-4851 FTF (F5-232) |.onTalk, and
Ethermiet. BACnet ako specifies communication over UDP/AP which ks &nown as BACnet!IP, Orher datalink layers are proposed

History
A brrief BACnet history can be found at bt wikipedia W
Protocol dependendies
= WD BACKELA ses LIDT a5 Tts transport protocod. The default WD port for BACher traffic (s 47608 (DwBAC0L but depending on the project
specification other ports afe also possibie,
N T BACnet Ethernet uses LLT atop Sthermet as its ransport protood, and BACNET ARCNET uses LLC sop ARCHET as its transport protocod
For BACnet traffic. DSAP s OwB2. S5AP |5 OxEL
= WESTP: BACHeL MS/TP uses gither METP tathvely. or from the Cometrics U+d converter, LLC SNAP &% iLS trardpart protacs
Example traffic
| roet -3f ack- services cap - Wreshark =31

B [ Uew G5 Cfus drafoe st Dwh Heo
Eedae @ NesaT L |ER QQEaN @02 g 3

B.H:I = Eemressiono.. s frply

S E— e g




Wireshark BACnet pcap

| bacnol stk senvices cap  [Wireshark 1.12.0 (w1120 0 g4fabd1a om master 1.12))
Filr Edit Wiew Gn Capture Analyze Statistics Telephory Tools Internals Help
o2 4080 ';'-".ﬂE'x*'*rﬂw-'f-'-'t-El;# LS E EMB K H
Filter: ¥ | Expracsion. oy Lale
i, Time Salrce MNpstinasion Nogtn  Infio
1 0.000000 192 168.0.13 192 168.0.255 53 5imple-ACK acknow ledgealarml 2]
222 71718 192, 168.0.13 192.168.0.255 G4 unicont i rmed-Hew who-Has
4 32765855 - 192 168.0.5 192 168.0.13 rice, Bl device, Bl

2 BACnet

74 Uncont trmed-KREd 1 -Have device, Bl device 61
64 Lncont jrmed-REG Limesynchronizalion

3 200.836100 192.168.0.13 192, 168.0.255 BALneL- wice 6l

7 200, 6BA766 192.168. 0.5
8 279, 455570 192, 168.0.13

152.168.0.13
192.168.0.255

BALneL-
BaCnelL-

i Tnternﬂ Protnr{ﬂ ; . 'J‘J'? lﬁ«t'i lJ 'Li (192,168, 0, ]3] DET 1'-JH 'Jhﬂ o d‘ﬁ If“l"IZ 'JE'I-B 0. 255)
ser Datagram Pgfocnl, Sec Port DWGERE (478080, DsT Port: 47808 [47808)
source Port: U808 (47R0EY
mestination Port: 47808 (37808)
lenath: 1%
Checksum: 0xiM
[Streas index:
A BACheT Wirtual |ink C
Typa: Bacnet TP (annex 713 {x#1)
Function: original-Unicast-NPm) {dxila}
EvLC-Length: 4 of 11 hytes RaCnmet packet length
= Auilding Automation and Control Network NPDU
version: Ox10 [unknow)
= Control: 07
= Auilding Automation and Control Metwork APDU
0010 _. .. = APDU Type: Simple ACK (2)
Invoke ID: 2
cervicre Chnire-
0000
T cr (RCER R T o O 1 -1.!.1 11

0gz20 | I ba o ba o0 00 13
0030 =TT T

ﬂ Frame {frame], 53 hytes

el

b [validation disajled]

ar knnl.u lardnebilarm 00

htl fi9 n: as 0o o m A4
04 cb Bl Ga 00 ob 10 07

Packets 113 - Displayed: 113 {1000%]

> s 0w e

Load time: 0053

e |J1JI [ ‘ i

Profile: D""lulr
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GrassMarlin Passive Network Collector
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LI el
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LRI rokes LRI, rame: 22400, 0, 252 frgerprres: )
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i
F1- T UMENCAH: roles URHINCARH, mame: 192 168, 2 170, nic vendar Apple, Inc Angeron
B LN roles LINCHCYNTL, rerme

VAR 211, rir o SHOERDL CONTACT O
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CYB=R ){ Risk Assessment

Security Score

2
Secure Device

Q_ 1 Unauthorized asset

Q_ 14 Internet connections detected

Q_ 7 connections to ICS networks detected

Q, Firewall rules: 0 out of 0 firewall rules are vulnerable
Q, No backup servers detected

Q 7 Devices accessible remotely

Q, No engineering stations detected

Q, 1 Scanning device detected

Q, No AV software detected

Q, 3 top attack vectors generated (highest risk)

38%

4
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Technician_PC
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CONNECTY

Attack Vector #2

(1)L horized Internet C:

(2) Known CVE

(3) Outdated 0S

(4) Outdated 0S

(5) Network Connection



Belarc Advisor
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Belarc Advisor

Thix lizerer associatod with the Bolans Asdsor product alkows 1or free parsenal use oy, Usc an compuhzrs 08 comparsbe, educatiaral, miltsny or gaucrmment Irstaliation s probibited. Soc the
lizures gararmierd oo detais. The ingirmetiar ar this page aas ekt inealy arcgaer compaier by the Befane Sdvisar, Your computer peodie was ral senl b @ aeh senee Click hare foe moee (s

About Balarg System Security Benchmark Score Virws Profection Security Updates
Security Avsiiable only for Windows 7, Uit Aciia

Comemersial and Status ? Vists snd XP Pro f P x 3 migsang

Government

Pradusts

Security Advisor for Computer Profile Summary

Andraid Computer Name: LT (In WORKGROUP) — ACER
Profite Dater Monday, July 11, 2016 10:49:32 AR
¥our Privacy Advisor Version: 8.5¢

Windows Logon: LT7

Try BelManage, the Enterprise version of the Belarc Advisor

In page Links:
it Qperating Syatem System Model
Licensas ‘Windows 10 Home (084} Varsson 1511 (build 10588 4200 Acar Asgine W3-575T Wi.10
Ingtall Language: English {Unted States) Syetem Sarlal Fumbar: N GHIAADDIE 30AL0E FBIC
Software Swstemn Locale: English (United States)
Wersions & Insfalsd: GABA0G 42743 AW
Lsage Sarvicing Branch: Cument Branch (CB)
Boot Maodae: LIEFI with eucceseful Secure Boo
Missing
ates Proceasor® Main Circuit Board *
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MG 138 Kilobyte primeany remony cachs Senal Mumber; NBGIF1 100161 30A55E FE00
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A4 kilobwba {ediary memory cache UEF!: Ingwds Corp. V1. 90 1102772045

http://www.belarc.com/
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WEBRDOT - Questions? 720-842-3700
Tl b e HOME & HOME OFFICE

DON'T LET HACKERS STEAL
YOUR MONEY OR IDENTITY.
GET PROTECTED NOW.

rare Aryiahizre cen ..'.r.l...|- i

 AntiVirus Internet Security Plus Internet Security
Complete

PLs, Macs, Tablets or Smartphones® Pis, Mats, Tablets ar Smartphanes®

ADO TO CART ADD TO CART

H 0 Typre D Lo siarch

https://www.webroot.com/us/en/home/sem/brand?rc=5340&sc=701F0000
000etVr&utm_source=bing&utm_medium=cpc&utm_campaign=btc-bing-
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Cisco Umbrella
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Glasswire Firewall
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Glasswire Usage
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Glasswire Alerts
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Software / Firmware Inventory Hash

H #ashing
Help

Singlefile Multple files Manual input

Browse File

E:\PMC Projects Current\PMC-NIBS Cybersecuring Control Systems[...]\OAS setup.exe

MD5

ED22D35580685454D38F3D8C1B7CBRA4

SHA-1

SHA-256

SHA-512

Verify

Done

Save all to text file

x ~ I




WhiteScope BCS Homepage

B comuting | incident Repa | [ cose-atuy-gowpd! 3 WhiteScope LLC - Smarl x4 ®

= |
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.
WhltESCﬂPE HOME  ABOUT  SERVICES  MAMNAGED SERVICES TOOLS  CONTACT

contact@whitescopeli

iperienced ar
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ecurity Indust
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https://www.whitescope.io/smartbuildingsecurity/



WhiteScope BCS Configuration Analysis

Whiteiﬁcupa

BASEC Configuration Analysis Report

uiy 26, 2076, 1°35 p.m

Summary (Executive)
The BASEC Configuration Analysis has completed its evaleation of

(1) Tridium Confiquration File

A total of { 18 ) findings were discovered, {8} of which ara rated crtical in nature. Critical security izsues provide an expozure which couid be easily sxpioited and typically
provides an unathonzed entity remote access to the Building Awtomation System. Whitescope suggests critical issues be addressed immediately. as they present the highest
risks' from @ securty standpoint In addition o the critical risk vulnerabilities, the BASEC chient also identified severs! other security issues which should be addressed The
details associated with these findings are provided in the report below

Iridivm - DemoConfig.bog

Summary

Critical High Medium Low Info Total
8 2 0 18
Details

Severity MName

Critical User quest Has No Password




WhiteScope Whitelist Products

B sorsultivg | iders Resps | [ <ase-sudy-gaypas B WhiteSoope - 40 Ording = 4 >

£ —  EE  waidniewhilesmopein ‘Efl'| = 0 o

Submit  Friends FAQ 3 e 5 Sup d Finmare

WhitBSCDDB- An Online ICS/SCADA Whitelist

WhiteScope a3 a free sarios that compseras Hle contents ard file Fashes wih wnoan good” filas from ICSESTADA netsllatior media.

Subimit & File Hesh MOE, SHal, SHAZ, or SHAS12

—R -

Subiinlt & File Eicinss....

Jeansing srd Basness noures Prvecy & Tarms Sporsarshe

https://validate.whitescope.io/



WhiteScope Whitelist Firmware

= = B A

Sy bmit

Conmuimg | Incident Rospa | m e-atndy -aovpd |

WhiteScope - an online

WhiteSoopea 5 3 traa gansce that comfpzaras e conbente and the hashas with “knows good® fisa from ICESCALA Instalistion medis

3 WhiteScops - &n Onlire

i

tewhitescope lovstat e firmasre hitml

T'ras fodbeiming Pemivana & currertly loaded In the WhiteScopa Datatase:

==

i

Wendor

Software

Wersion

Honeyemll

High Speed Metworking Communication bodube

Q20003 nm

Hizevayraall Modbus Gateway MGENIUIHT01274
Honeywsll etwaory Commuricabons Meduls WPCA
Honeraell Belwor Comrmemacalions Module WPEE

Honevall

alwark Contral Aanunclalorn

Qo3DIZ.004

Henaywall Metwaork Cortral Annuncistor 2 018.000.005
Honawwml| Sofifier &FC 200 | D6
Honayrwmll Mohfker Firahdendan 50
Honaywall slobifier Firg\Warden 2 100G
Horesraell Molifier Wetmserver GEME Plalionm 03094150

Horeyrwall

OMNYX NFS 3030

G209 3002

Hongywsll

O Wb Gateway

https://validate.whitescope.io/static/firmware.html
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Nmap — Security Scanner

B arpy/nmanaong | Nmag - Free Sacurity Scann._

Take your Nmap scans to the next level with AllenVauit....
View vulnerabllity data, asset information & thraat

detection alerts in a single console! nm e
NMAP ORG bl :

Nmap Security
Scanmer

WEHD
Reference Guide HBook Install Guide

Do bismad Chnngelog Lenmup GUT  Docs

Bug Reporis 05 Detection Fropaganda Helated Projects

Im ihe Moviex In the Mews

Sponsors

5 Riskl/0

* We're pleaszed to release our new and Improved fcons of the Web project—a -gigapixel imteractive collage of the top million sites on the Internet!
+ Nmap has been discovered in two new movies! [t's used to hack Matt Damon's brain m Elysium and also to lsunch muclear missiles i G 1. Joe: Retalintion!

+ We're delighted to announce Nmap 6.40 with 14 new NSE schpts, hundreds of new OF and version detection signatures, and many great new features!
[Announcement/Detals]. [Download Site]

http://nmap.org/



